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EXCHANGE SERVER CONFIGURATION

To configure the Exchange server:

1 Create RoomWizard resource accounts and user accounts. Detailed instructions are
provided in “Appendix A: Creating RoomWizard resource accounts” on page 14.

2 Create a RoomWizard group named “RWGroup” and add all resource accounts and users
into “RWGroup”. Detailed instructions are provided in “Appendix B: Creating a RoomWizard
group” on page 24.

3 Assign delegate access of resource mailboxes to the Service Account. To allow accurate
reporting of attendee status, it is necessary for the RoomWizard service account to have the
necessary permissions to read items from all users’ mailboxes. Detailed instructions are
provided in “Appendix C: Assigning delegate access of resource mailboxes and users to the
Service Account” on page 28.

4 Configure the RoomWizard resource accounts to auto accept meeting requests. Detailed
instructions are provided in “Appendix D: Configuring the RoomWizard resource accounts”
on page 32.

5 If you plan to set the “GetLocalTime” parameter in config.xml as “false”, configure WMI as
described in “Appendix E: Configuring WMI for RoomWizard” on page 35. For information
on configuring “GetLocalTime”, see page 8.

6 Add event log rights to the RoomWizard Group. Detailed instructions are provided in
“Appendix F: Adding event log rights to the RoomWizard Group” on page 40.

7 Configure RoomWizard to access its calendar. Refer to “Appendix G: Configuring
RoomWizard to access its calendar” on page 43.




ROOMWIZARD SYNCHRONIZATION SOFTWARE INSTALLATION AND
CONFIGURATION

SYSTEM REQUIREMENTS / PREREQUISITES

*  Windows Server 2008 x64, Windows Server 2003 x64 or better.
*  Windows Exchange Server 2010, 2007 or better.

* Internet Information Services 7.0, 6.0 or better

*  Microsoft Windows PowerShell 1.0 or better

* .NET Framework 4.0

« Ifinstalling the synchronization software on a Web Server, the machine must

belong to the same domain as Exchange Server

*  You must have a domain account which can create virtual directories in 1IS

INSTALLING ROOMWIZARD SYNCHRONIZATION SOFTWARE

Follow these steps to install the RoomWizard Synchronization Software on Exchange oron a
Web Server:

Unzip the SCS RoomWizard Exchange Connector zip file to a location on the C:\ drive
Make a new folder (e.g. C:\RWCEC)

Navigate to C:\RWCEC

Right-click “RWCEC” > “Properties” > “Security”

Click “Edit” > “Add”

Enter the object name “NETWORK SERVICE” > “Check names” > “OK”

Click “Apply” > “OK” > “OK”

N o o W
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RWCEC Propetrties K B3

General | Sharing  Security IWeb Sharing | Customize |

Group or user names:
€7 CREATOR OWNER
€7 NETWORK SERVICE
€7 SYSTEM
i Remove I
Permissions for NETWORK
SERVICE Allow Deny
Full Control || L 4
Modify O O
Read & Execute O
List Folder Contents O
Read O
Write O O
Special Permissions O O .ll
For special permissions of for advanced settings,  adyvanced I
click Advanced. —

oK I Cancel | Apply |

Double-click RWConfigure.exe from the 32 or 64 bit Manual Install folder. Use the
correct version for your system on options below. You will see the following window
when you run RWConfigure:
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Browsefolder | .| C:\RWCECA.0.2\Configmi

o= RoomWizard Synchronization Software Configur... M

Login Details
IJzerMame |L|serName | Password |“""'+“"“"” |
Domain Name |-'°'-D2'|]'12-|D'3EI| | ReEnter Password |““+“H+ |

LOAP Login Details{Optional)
Server Name |1u.1111.2 |

UserName |LlserName | Password |HW |
Domain Mame |AD2E12-|°'33| | ReErter Password |HW |
Exchange Options

Exchange Web Service URL  |nttps://10.10.1.1/EWS/Exchange asmx |
License Key [11111-22222:33333-44444 | []"Fiy Bemo

[ Enable 55L* Calendar Name [Calendar |
[ Enable Attendse Details Updated String |Updated |
(] Enable Caching Log Level o |
[ Log Host Mailbox Cache Refrash o |
[¥] Use Local Time Output File | |
Bl Language |Eng|ish{Win21*:E} vl

[] Enable Form Based Authertication ™ |

Organization Unit
[w] Attendes Status

Exchange Version | Exchange2013 v |

[w] Enable Push Motification

* Match Your Server's Corfiguration Contact Frequency Minutes

Clear Save

NOTE:

RWConfigure.exe sets the configuration options for you and encrypts sensitive information

automatically.

Each option is explained in detail below.

- Browse folder: Browse to the RWCEC folder location (e.g. C:\RWCEC)
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Username: Enter the username of the RoomWizard Service Account which is to
be used by the Synchronization Software while communicating with Exchange
Server. It is required that this be a valid Active Directory account (domain user).

Password: Provide password of the RoomWizard Service Account which will be
used by the Synchronization Software in communicating with Exchange Server.

Domain Name: Provide the domain name where Exchange Server is installed.
LDAP Options
«  Configure options if you wish the connector to use LDAP

Exchange Web Service URL: Provide the Exchange web service URL. If SSL is
enabled on the server use https://servername/EWS/Exchange.asmx. If SSL is not
enabled on the server use http://serverlP/EWS/Exchange.asmx. The
RoomWizard Service Account must be able to access this web service.

License Key: If you already purchased the license key for the product, you can
enter it here. It is also possible to evaluate the product. In order to use the
evaluation version check the box titled Try Demo. You can evaluate the product
for 30 days from the date of installation. After 30 days you will need to purchase
a license key.

Enable SSL: If set to true, the synchronization software will use secure socket
layer (SSL) for communications between the synchronization software and
RoomWizard. All the information transferred from RoomWizard to the
synchronization software or vice versa is SSL encrypted. This secures
confidential information such as credentials. When SSL is enabled on the
synchronization software, RoomWizard will connect to it with server's domain
name and HTTPS rather than IP address and HTTP. Enable SSL if SSL is
configured on the Exchange Server.

Enable Attendee Details: If set to true, attendee information such as Attendee
Phone will be included in the synchronization software response along with all
other meeting information. To display accurate attendee details, a mailbox with
full access rights to all mailboxes (users and resources) is required. This mailbox
id with full access rights should be supplied in the device synchronization page
of RoomWizard to accurately obtain the meeting information.

Enable Caching: If set to true, it enables caching on the synchronization
software side. The synchronization software caches meeting information
retrieved from the Exchange Server for a particular request from RoomWizard,
until a new/different request is executed from Roomwizard. Once different
request is executed, cached data is lost and the synchronization software
communicates with the Exchange Server for latest meeting information.



Log Host mailbox: If set to true, an additional mailbox attribute is included in
the Attendee node. This attribute contains the value of host mailbox.

Include Resource: If set to true, it includes the host node along with the
attendee nodes in the synchronization software response containing meeting
information. Host node is the meeting organizer.

Use Local Time: Local Time when set to true retrieves time from the server
where the synchronization software is installed. Local Time when set to false,
gets time from the Exchange Server. To retrieve time from Exchange server
remotely, it requires providing encrypted credentials of the Exchange Server in
the config.xml file.

Enable Form Based Authentication: Enable Form Based Authentication in the
synchronization software if Form Based Authentication is enabled on Exchange
Server. This can be checked by browsing the Exchange URL. If Exchange shows

up a form to supply credentials instead of a usual popup for credentials then
Form Based Authentication is enabled.

Attendee Status: If enabled, the synchronization software displays accurate
status of attendee for a meeting, such as whether the attendee has accepted or
declined the meeting. To display accurate attendee status, a mailbox with full
access rights to all mailboxes (users and resources) is required. This mailbox id
with full access rights should be supplied in the device synchronization page of
RoomWizard to accurately obtain the meeting information.

Calendar Name: Specify the exact translation for the “Calendar” string, as per
the chosen language on RoomWizard (e.g. English, Spanish, French, etc.). This
will insure localized versions of the messages/string shown in the
synchronization software response and on the RoomWizard are correctly
supported.

Updated String: Specify the exact translation for the “Updated” string, as per
the chosen language on RoomWizard (e.g. English, Spanish, French, etc.). This
will insure localized versions of the messages/string shown in the
synchronization software response and on the RoomWizard are correctly
supported.

Log Level: Set the level of log that suffices logging needs. Valid values for the
Log Level node are: 0=Log All; 1=Errors Only; 2=Errors and Warnings only.
According to the log level set, events will be logged in the EventLog. The default
will be 0.

Cache Refresh: Sets interval after which the cache expires. The default will be 0.



-

> 0a

Output File: Output file path specified in this node will be used to store the xml
response from the synchronization software for a particular RoomWizard
request.

Language: Configure the language in the synchronization software according to
the server settings. For example, if you install the synchronization software on
an English Windows Server 2008, choose English(Win2k8) from the Language
drop-down in RWConfigure for english. If the synchronization software is
installed on a French Windows Server 2003, choose “French” from the drop-
down menu. This will insure that time zones and localized versions of the
messages/string shown in the synchronization software response and on the
RoomWizard are correctly supported.

Enable Push Notification: Turns on Push notifications from exchange and
significantly reduces the bandwidth that the RoomWizard’s use on the network.
This also greatly improves the response time of the RoomWizard when meetings
are scheduled.

Contact Frequency: The RoomWizard will ping the server on this interval as a
sanity check on the network to watch for network down conditions. Note that
this is not the same as the old polling used without Push notifications enabled.

Clear: Click to clear all entries.

Save: Click to update Config.xml.

Create a virtual directory for the synchronization software

1IS Considerations

Launch IIS Manager.
Expand nodes and navigate to “Default Web Site.”

Right-click “Default Web Site”, select “New / Virtual
Directory.”

Click “Next” and type “RWCEC” in the “Alias” field.

Click “Next.”

Click “Browse” and choose “C:\RWCEC” as the directory.
Click “Next.”

Select all the permissions required.
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¥irtual Directory Creation Wizard [ ]

Virtual Directory Access Permissions
Set the access permissions for this virtual directory.

Allow the following permissions:

IV Read

[ Execute [such as ISAP| applications or CGI)
[~ Wiite
[ Browse

To complete the wizard, click Next .

< Back I Next > I Cancel

Click “Next.”

Click “Finish.”

Right-click on Virtual Directory “RWCEC.”
Click “Properties.”

Click the “ASP.NET” tab.

RWCEC Properties EE
Virtual Directary | Documents | Directary Security |
HTTP Headers | Custom Errors ASP.NET

ASP NET versions AR - |

Virtual path; I JRWCEC

File location: | CHRWCECweb. config
File creation date: I 1/5[2010 12:42:33 PM
File last modified: I 11/1j2009 10:50:06 PM

Edit Configuration... |

(o] 4 I Cancel | £pply | Help |

Make sure that the ASP.NET version is 2.0, as shown below. If it is not selected
then select 2.0 from the drop down menu.

Click “OK.”

Select “Basic Authentication” for RWCEC virtual directory.

QL g '
Sroglraco
“:S .li\_‘v Wt Lv' d«j\-/
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Right-click on Virtual Directory “C:\RWCEC.”
Select “Properties.”

Go to “Directory Security” tab.

Select “Edit” for the Authentication and Authentication control section.

Uncheck all the check boxes.

Check the “Basic Authentication” checkbox.
Click “OK.”

Click “OK.”

11S 7 Considerations

o

(@)

e

Launch IIS Manager.
Expand nodes and navigate to “Default Web Site.”
Right-click “Default Web Site”, select “Add application.”

Type “RWCEC” in the “Alias” field and browse to the physical path (e.g.
C:\RWCEC).

q Default Web Site Home

Group by! Area - -
ASP.NET

¢ = T I =

N “ M : \\/ = v! = gh ' =

LA Add Application [ 2]
Compilation

;m Site name:  Default Web Site
Path: !
Connection
Strings . ey,
Aalias: Application pool:

s IRWCEC DefaultappPool Select. .. |

Example: sales

!\% Physical path:
L |C:iRwCEC IZ]
Authenticatior

Pass-through authentication

= Y Connect as... Test Settings...
9o

==

HTTP Redirec

OK Cancel

8

S5L Settings

Click “Test Settings” to verify that “Authentication” is validated.

Steelcase



Test Connection | 2§ X}

Results:
Test Setting
Authentication Pass-through authenticatio F y
/% Authorization Cannot verify access to path {(C:\RWCEC).

Details:

The application pool identity is valid.

More information about confiquring and diagnosing UNC connections

Close I

Click “Close.”
Click “OK.”

> 0m b

Select the newly created RWCEC application.
i Click “Features View.”

&) /RWCEC Home

Group by: Area v \::‘?J v
ASP.NET
4 =l T q L3 ﬁ,
NS = Q'S = = —
Nz g 4 = \/ =] *J‘( tgj =
NET NET .NET Profile ~ .MNET Roles JNET Trust .NET Users Application
Compilation  Globalization Levels Settings

ab rD |:ﬁB:“ .‘2\?3 &@ o

Connection  Machine Key  Pages and Providers  Session State  SMTP E-mail

Strings Controls
1IS
=] "
'}z) @ =0 i L& <?J
Authentication Compression Default Directory Error Pages Failed Request  Handler
Document Browsing Tracing Rules  Mappings
B E 2 3 ) ...@
: An= = = =
90 :_'l J ] &= ?
HTTP Redirect HTTP Logging MIME Types Modules Output SSL Settings
Respo... Caching
Management
&
IIS Manager
Permissions

j Double-click “Authentication” under the IIS section. k Enable “Basic Authentication”

from the Actions pane and disable the other authentication types.

12 Steelcase



&) Authentication
B

Group by: Mo Grouping =

MName * I Status I Response Type I
Anonymous Authentication Disabled

ASP.MET Impersonation Disabled

Basic Authentication Enabled

HTTP 401 Challenge

Digest Authentication Disabled HTTP 401 Challenge
Forms Authentication Disabled HTTP 302 LoginjRedirect
Windows Authentication Disabled HTTP 401 Challenge
10 Reset IIS as follows:
a Go to “Start” > “Run."
b Type “iisreset /noforce” and click “OK.”

Appendix A: Creating RoomWizard Resource Accounts and Users

Create RoomWizard Resource Accounts

13

1 Launch the Exchange Management Console.
2 Expand “Recipient Configuration.”
3 Right click “Mailbox.”
4 Select “New Mailbox...”
loix
File Acton View Help
e 7= H
€3/ Microsoft Exchange €8 Mailbox - ktews07.... 10 objects [
|ass) Organization Configuration Mailt .~
g Server Configuration | Create Filter = il
=] 3) Rt?cipient Configuration = = I Hlizs X Modify the Maximum Nu...
‘;-Sois Modify the Maximum Number of Recipients to Display...  pinistrator & Find...
(2] Mail P &3 New Maibox...
Disc New Mailbox... =
a%n’lox N r‘Iax 0X E S
Export List... mA View »
mB
View Bl e (@ Refresh
Refresh mD B +ep
npleRoom1
Help A Administrator -
{4 Disable
/4 Remove —
-{3 Move Mailbox...
|I§ Enable Unified Messagin...
il—l —’] = Manane Send As Permis... _'_I
|starts the new mailbox wizard. [ [

Steelcase




14

5 Select “Room Mailbox.”

6 Click “Next.”

B New Mailbox

|

3 Introduction
[ User Type
[ New Mailbox
] Completion

Help |

7 Select “New user.”

Introduction

This wizard will guide you through the steps for creating a new mailbox, resource mailboz,
linked mailbox and mail-enabling an existing user.

Choose mailbox type.
' User Mailbox

This mailbox is owned by a user to send and receive messages. This mailbox cannot be
used for resource scheduling.

The room mailbox is for room scheduling and is not owned by a user. The user account
associated with resource mailbox will be disabled.

" Equipment Mailbox

The equipment mailbox is for equipment scheduling and is not owned by a user. The
user account associated with the resource mailbox will be disabled.

" Linked Mailbox

Linked mailbox is the name for a mailbox that is accessed by a security principal [user] in
a separate, trusted forest.

< Back I Next > I Cancel

Steelcase




8 Click “Next.”

9 Enter user information

10 Click “Next.”

15 Steelcase



11 Select “Mailbox Database” and click “OK.”

New Mailbox
B Introduction Mailbox Settings
B User Type Enter the alias for the mailbox user, and then select the mailbox location and policy settings.
I User Information Alias:
[ Mailbox Settings |SampleRoom
[ New Mailbox Mailbox database:

o ||
[~ Managed folder mailbox policy:

[ Exchange ActiveSync mailbox policy:

I Browse...

£3 Managed custom folders are a premium feature of ing records mar it.
Mailboxes with policies that include managed custom folders require an Exchange
enterprise client access license (CAL).

Hoo | <Back | Nex> | cancel |
=lofx]

File  View

Search: Find Now Clear

Name ~
M Mailbox Database

First Storage Group VPC-EWSO07SP1

ok | cancel
1 object(s) selected. 1 object(s) found. .

12 “Mailbox Settings.”

16 Steelcase
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B Introduction
I User Type
1 User Information
[ Mailbox Settings
[ New Mailbox
[-] Completion

b |

13 Click “Next.”

%w New Mailbox

Mailbox Settings

Enter the alias for the mailbox user, and then select the mailbox location and policy settings.
Alias:

|SampIeRoom

Mailbox database:

[VPCEWS075P T\Frst Storage Group \Mailbox Datab

[ Managed folder mailbox policy:

I Browse... I

™ Exchange ActiveSync mailbox policy:

l Browse... |

3 Managed custom folders are a premium feature of ging rds mar it.
- Mailboxes with policies that include managed custom folders require an Exchange
enterprise client access license (CAL).

<Back Nea> | cancel |

New Mailbox

B Introduction
I User Type
[ User Information
[ Mailbox Settings
[ New Maibox
[} Completion

New Mailbox
When you click New, the following mailbox will be created.

Configuration Summary:

s Sample Room _f_]

Mailbox type: Room Mailbox

Organizational unit: ktews07 local/Users

First name: Sample

Last name: Room

User name: Sample Room

User logon name (User Principal Name): Sample Room@ktews07 local
User logon name (pre-Windows 2000): SampleRoom
User doesnt need to change password at next logon
Alias: SampleRoom

Server: VPC-EWS07SP1

Storage Group: First Storage Group

Mailbox Database: Mailbox Database

Select Ctr+C to copy the contents of this page.

<ack [ New | cancel
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14 Click “New.”

15 See confirmation that the new mailbox has been created.

otk New Mailbox

B Introduction Completion

I User Type The wizard completed successfully. Click Finish to close this wizard.
Elapsed time: 00:00:04

Summary: 1item(s). 1 succeeded, 0failed.

&4 Sample Room

I User Information
[ Mailbox Settings
1 New Mailbox

: Exchange Management Shell command completed:

B Completion New-Mailbox -Name ‘Sample Room’ -Alias ‘SampleRoom’ -Organizational Unit
ktews07 local/Users' -UserPrincipalName ‘Sample Room@ktews07 local'
-SamAccountName "SampleRoom’ -FirstName 'Sample’ -Initials * -LastName "Room’
-Database 'VPC-EWS07SP1\First Storage Group\Mailbox Database’ -Room

Elapsed Time: 00:00:04

Select Ctr+C to copy the contents of this page.

Hep | <gack |[ mush | conce
16 Click “Finish.”

17 Repeat for all RoomWizard Resource Accounts.

o] SMUE TTANaY ey

Fle Acon View Hep
&9 2m|
3 Microsoft Exchange % Recipient Configuration - ktews07.local 10 objects

s2s] Organization Configuration ,
=) ? Server Configuration ? Create Filter
=L :
:;: Z,a::: s | Display Name + [ Alas [ Recpient Type Detaiis imary SMTP Address Organizational Unit
B2 Hub Transport @Administramr Administrator User Mailbox Administrator @ktews07.lo... ktews07.local/Users
ED Unified Messaging @Daniel Broom daniel User Mailbox daniel @tews07.local ktews07.local/Users
g ?3 Recipient Configuration @harry Baveja harry User Mailbox harry@ktews07.local ktews07.local/Users
@ Maibox #3jacobLee jacob User Mailbox jacob@ktews07.local ktews07.local Users
2, Distribution Group &jRoomA RoomA Room Mailbox RoomA@ktews07.local ktews07.local/Users
(2] Mail Contact &44RoomB RoomB Room Mailbox RoomB @ktews07.local ktews07.local/Users
@ Disconnected Mailbox &4RoomC RoomC Room Mailbox RoomC@ktews07.local ktews07.local/Users
5 Toolbox &RoomD RoomD Room Mailbox RoomD @ktews07.local ktews07.local/Users
Sample Room SampleRoom Room Mailbox SampleRoom( 07.local/Users
@3 steve Clark Steve User Mailbox Steve @ktews07.local ktews07.local/Users

Create User Accounts
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Launch the Exchange Management Console.
Expand “Recipient Configuration.”

Right click “Mailbox.”

A W N R

Select “New Mailbox...”

@Exchange Management Console R -0 x

File Action View Help
e A AN ol 7]
23| Microsoft Exchange £# Mailbox - ktews07 10 objects
|ass| Organization Configuration E Mailk -
5 Server Configuration I Create Fiiter =
= & Redpient Configuration e Thies 2 Modify the Maximum Nu...
‘g Doyl Modify the Maximum Number of Recipients to Display...  pinistrator <% Find...
5] Mail ik el o2 New Maibox...
&3 Disc . a ;
@ Toolbox = Lb |5l ExportlList...
Export List... mA View N
mB
View X mC |@] Refresh
Refresh mD H rep
npleRoom1
Help A Administrator -
¢ Disable
¢ Remove _—
‘f; Move Mailbox...
(g Enable Unified Messagin...
-‘—L_I —’I [ Manane Send As Permis.... ;l

|starts the new mailbox wizard. [ [

5 Select “User Mailbox.”

4 New Mailbox

[ Introduction Introduction
[ User Type This wizard will guide you through the steps for creating a new mailbox, resource mailbox,
77 linked mailbox and mail-enabling an existing user.
[ New Mailbox o -
. oose mailbox type.
I_J Completion

This mailbox is owned by a user to send and receive messages. This mailbox cannot be
used for resource scheduling.

" Room Mailbox

The room mailbox is for room scheduling and is not owned by a user. The user account
associated with resource mailbox will be disabled.

" Equipment Mailbox

The equipment mailbox is for equipment scheduling and is not owned by a user. The
user account associated with the resource mailbox will be disabled.

" Linked Mailbox

Linked mailbox is the name for a mailbox that is accessed by a security principal (user) in
a separate, trusted forest.

Help | < Back I Next > I Cancel I
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6 Click “Next.”

7 Select “New user.”

8 Click “Next.”

9 Enter user information



0 . E 59 New Mailbox
B Introduction User Information
1 User Type Enter the user name and account information.
[ User Information Organizational unit:
[J Mailbox Settings lldewsﬂ7.local/Users Browse... |
£ New Mailbox First name: Inttials: Last name:
[J Completion |Steve |Clark
Name:
|Steve Clark
User logon name (User Principal Name):
|Steve l@ktews(ﬂ.local |
User logon name {pre-Windows 2000):
|Steve
Password: Confimm password:
I....’...l I.....'...
I~ User must change password at next logon
Hep | <Back |[ Next> Cancel

10 Click “Next.”

11 Select “Mailbox Database” and click “OK.”
12 “Mailbox Settings.”

Q& New Mailbox

B Introduction Mailbox Settings
1 User Type Enter the alias for the mailbox user, and then select the mailbox location and policy settings.
I User Information Alias:
[ Maibox Settings | |Steve
! New Mailbox Mailbox database:
= Completion [VPC-EWS07SP1\First Storage Group\Mailbox Database
I Managed folder mailbox policy:
| Browse... |
™ Exchange ActiveSync mailbox policy:
4 Managed custom folders are a premium feature of messaging records management.
Mailboxes with policies that include managed custom folders require an Exchange
enterprise client access license (CAL).
Help <Back Next > Cancel |

Steelcase
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13 Click “Next.”
14 Click “New.”
15 Click “Finish.”

s

B Introduction
1 User Type
I User Information
I Mailbox Settings
1 New Mailbox
I Completion

HelDI

<!l New Mailbox

Completion

The wizard completed successfully. Click Finish to close this wizard.
Elapsed time: 00:00:00

Summary: 1item(s). 1 succeeded, 0 failed.

g Steve Clark

Exchange Management Shell command completed:
New-Mailbox -Name "Steve Clark’ -Alias ‘Steve’ -Organizational Unit

*Steve’ -FirstName "Steve’ -Inttials " -LastName ‘Clark’ -Password

*System.Security. Secure String’ -ResetPasswordOnNextLogon $false -Database

"VPC-EWS07SP1\First Storage Group‘Mailbox Database’
Elapsed Time: 00:00:00

Select Ctr+C to copy the contents of this page.

<gack  [[ Fnish

ktews07 local/Users’ -UserPrincipalName "Steve @ktews07 local’ -SamAccountName

Cancel

16 Repeat for all User Accounts.

NOTE:

The RoomWizard Service Account can be any of the Exchange users as long as the designated

User has full access permission to the Resource Accounts’ Mailboxes.
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Appendix B: Creating a RoomWizard group

1 Loginto the Exchange server computer.

2 Navigate to “Start” > “Administrative Tools” > “Active Directory Users and Computers.”

Terminal Services
5 Active Directory Domains and Trusts
ﬁl“: Active Directory Sites and Services

%. Componeqanages users, computers, security groups and other objects
in Active Directory Domain Services.
A Computer Managemen

5 Data Sources (ODEC)
{2 Event Viewer

':! Internet Information Services {I15) 6.0 Manager
3 R @3 Internet Information Services (II5) Manager

gy > o5 ansact i &, iSCSI Initiator

) - é Local Security Policy

Command Prompt N Y—
|3 Memory Diagnostics Tool

ﬁa' Internet Information Services (IIS) | Administrator @ Reliability and Performance Monitor
$latianer ig Security Configuration Wizard
Documents =
7 i =, Server Manager
otepa —————1
-~ 2 . Services
S | sh d St M t
" Share and Storage Managemen!
e Internet Explorer & & =
( Network ¥ Storage Explorer
— ] oot
E‘j Everc viewer I System Configuration
Control Panel (5) Task Scheduler

@ Windows Firewall with Advanced Security

E/g Exchange Management Console
& Windows Server Backup

Adrninis

i\/ Paint Help and Support
e
(@I Ease of Access Center Run...
&

» All Programs

Start Search @J (0) a 5

3 Inthe Active Directory, expand the root node with the server name.

4 Right-click “Users” and select “New” > “Group.”
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B Active Directory Users and Computers
File Acton View Help

e Al RERIENEREAN ? Hoelll S S =
] Active Directory Users and Comput | Name [ Type | Description |
(2] saved Queries 1 Builtin builtinDomain
= _fﬂ lft_ewsO?.IocaI || Computers Container Default container for upgr...
| Builtin |2 Domain Controllers Organizational ...  Default container for dom...
| Computers _| ForeignSecurityPrindpals Container Default container for secu...
Dom_ain Contr_oller§ : | LostAndFound lostAndFound Default container for orph...
= ForeigrisecurityPrincpals 3| Microsoft Exchange Security Groups Organizational ...
LostAndFound K
|37 Microsoft Exchange Securit ;_'I ous 0rgar1.|zauonal :
51 ous _I Program Data Container Default location for storag...
| Program Data _} System Container Builtin system settings
= System _. Users Container Default container for upgr...
_| Microsoft Exchange System Objects msExchSystem. ..
Delegate Control... |1 NTDS Quotas msDS-QuotaCo...  Quota specifications cont...
Find.... 5 Infrastructure infrastructureU...
Computer
All Tasks »|  Contact
‘
| Propertes ™ Inetorgperson
Help msExchDynamicDistributionList
MSMQ Queue Alias
Printer
User
Shared Folder

5 Enter “RWGroup” as the group name and click “Next.”

New Object - Group zj

8& Createin:  ktews07.local/Users

Group name:
| RWGroup

Group name ({pre-Windows 2000):
I RWGroup

Groupscope— | [Grouptype
¢ Domain local ' Security

* Global " Distribution
" Universal

[ ox | cancel

6 Click “OK.”

7 To add RoomWizard Exchange users to “RWGroup,” navigate to “Users”, right-click
“RWGroup” and choose “Properties.”
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B Active Directory Users and Computers

File Acton View Help

e | El 0/ RDcd= BHE|Aa5T72%

] Active Directory Users and Comput | Name ] Type I Description |
j Saved Queries —g;&ministrator User Builtn account for admini...
= ?3 kt_ewso7.local %Allowed RODC Password Replication Group Security Group ... Members in this group can...
J (B:“ﬂﬁn - %Cert Publishers Security Group ... Members of this group are...
il Computers Daniel User
:ﬂ Doméin Conhjoller‘s : S&Denied RODC Password Replication Group Security Group ...  Members in this group can...
J ForeignSeauityPrindpals %DnsAdmins Security Group ...  DNS Administrators Group
— Lostandround %DnsUpdabeProxy Security Group ...  DNS dients who are permi...
2 | Microsoft Exchange Securit ? 2 Z : =
=] ous QSDomam Admins Security Group ...  Designated administrators...
5| Program Data S&Domain Computers Security Group ...  All workstations and serve...
| System &?)Domain Controllers Security Group ...  All domain controllers in th...
| Users %Domain Guests Security Group ...  All domain guests
| Microsoft Exchange Syster @,Domain Users Security Group ...  All domain users
~| NTDS Quotas Sf,Enherprise Admins Security Group ...  Designated administrators...
%Enterprise Read-only Domain Controllers Security Group ...  Members of this group are...
&!,Group Policy Creator Owners Security Group ... Members in this group can...
8, Guest User Built-in account for guest ...
E; harry User
,!) jacob User
,!; kevin User
3, krbtgt User Key Distribution Center Se...
R‘dRAS and IAS Servers Security Group ...  Servers in this group can ...
%Read-only Domain Controllers Security Group ...  Members of this group are...
3, RoomA User
’. RoomB User
S‘ RoomC User
‘. RoomD User
5 rity Group ...
3_; Sampl Add to a group... User
2, sampl  Move... User
%Schen Send Mail Security Group ...  Designated administrators...
& Stevel A Tasks » User
Cut
Delete
Rename
3 I I _’l Properties

8 Click the “Members” tab and click “Add.”
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RWGroup Properties

9 Enter the user name and click “Check Names.”

o ——— i x e o ———

jSelect Users, Contacts, Computers, or Groups

10 Click “OK.”

11 Repeat for all RoomWizard Exchange users in “RWGroup.”




Appendix C: Assigning delegate access of Resource mailbox to the
RoomWizard Service Account

1
2
3
4

b4 Exchange Management Console

File Acton View Help

Launch the Exchange Management Console.
Expand “Recipient Configuration.”
Select a resource mailbox (e.g. Sample Room).

In the Actions Pane click “Manage Full Access Permission...”

e e ol 7 |53

&3 Microsoft Exchange
54 Organization Configuration
Bl & Server Configuration
5 Maibox
2 Client Access
= Hub Transport
&l Unified Messaging
= 2, Recpient Configuration
3 Mailbox
£ Distribution Group
(] Mail Contact
&3 Disconnected Mailbox
= Toolbox

w» Recipient Configuration - ktews07.local 11 objects 0

I Create Filter Recipient Configuration -

Display Name =~ [ Alias [ Redpient Type Details imary SMTP Address izational Unit Bl ModfyRedpient Scopei:
i i User Mailbox Administrator @ktews07.lo... ktews07.localUsers 2 Modify the Maximum Number of Re...
#24Daniel Broom daniel User Mailbox daniel @ktews07.local ktews07.local/Users & Find...
@harry Baveja harry User Mailbox harry @ktews07.local ktews07.local/Users
2 jacob Lee jacob User Mailbox jacob@ktews07.local ktews07.localUsers =2 New Maibox...
&RoomA RoomA Room Mailbox RoomA@ktews07.local ktews07.localUsers 4 New Mail Contact...
&44RoomB RoomB Room Mailbox RoomB@ktews07.local ktews07.local/Users
&3RoomC RoomC Room Mailbox RoomC@ktews07.local ktews07.local/Users o New Mai User...
&4RoomD RoomD Room Mailbox RoomD @ktews07.local ktews07.local/Users %, New Distribution Group...

ple Room SampleRoom Room Mailbox ki rs A ——————

= 1 1 Room Mailbox SampleRoom1@ktews07.l...  ktews07.local/Users
@3 steve Clark Steve User Mailbox Steve @ktews07.local ktews07.localUsers |5 ExportList...

View >
|G Refresh
Help
‘Sample Room -
& Disable
/¢ Remove
=4 Move Maibox...
{I§ Enable Unified Messaging...

15§ _Manage Send As Permission...

¥ Manage Full Access Permission...
[ Properties

H Hep

5 Click “Add.”
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WU ’ Manage Full Access Permission

o Manage Full Access Manage Full Access Permission
Permission This wizard helps you manage Full Access pemission for the selected mailbox. You can use
] Completion this wizard to grant Full Access to a user or group, or remove existing Full Access pemmission
from a user or group. When you grant Full Access permission to a user, that user can open
this mailbox and access all of its contents.

Select the users or groups for which you want to grant or remove Full Access pemmission:

gRAdd... | X

Security Principal
27 NT AUTHORITY\SELF

Hep | gk |[ Mamage | cancel |

6 Select the user (RoomWizard Service Account) to which you want to grant the Full
Access Permission, and then click “OK.”

4% Select User or Group - ktews07.local E ;]_D.lll
e [V ] sowe

Search: steve Find Now Clear

Name =
" Steve Clark

User Mailbox

< | 1|
ok | cancel |
1 object(s) selected. 1 object(s) found. .:
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7  Click “Manage.”

ﬁ“ * Manage Full Access Permission
L

o Manage Full Access M: Full A P i
Pemission This wizard helps you manage Full Access permission for the selected mailbox. You can use
[] Completion this wizard to grant Full Access to a user or group, or remove existing Full Access permission

from a user or group. When you grant Full Access permission to a user, that user can open
this mailbox and access all of its contents.

Select the users or groups for which you want to grant or remove Full Access pemission:

gEAdd... X

| Securty Principal |
27 NT AUTHORITY\SELF
@2 5-1-5-21-586161796-2330563074-1044917236-1236

Hep | <gack |[ Manage | Cancel |

8 See confirmation that the wizard completed the task successfully.
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9 Click “Finish.”

:m-m{fzmmmmmwummmm -AccessRights

DC=local'




Appendix D: Configuring the RoomWizard resource accounts

31

1 Loginto Outlook Web Access as the RoomWizard Service Account

2 Click the “User Name (RoomWizard Service Account)” > “Open Other Mailbox”

LE] ] B Options I Steve Clark ~ { Log OFff
X

Open Other Mailbox
elp

Select mailbox:

|Sample Room| || Open... l

3 Type in the name of the resource you want to configure (e.g. Sample Room) and click
”Open.”

4 Click “Options.”

L ’ B Options l Sample Room 'I Log OFff

5 Go to “Resource Settings.”

Options

Regional Settings
Messaging
Spelling

Calendar Options
Out of Office Assistant
Rules

E-Mail Security
Junk E-Mail
Change Password
General Settings
Deleted Items
Mobile Devices

| Resource Settings



6 Under the section “Resource Scheduling Options”: a Check the checkbox “Automatically
process meeting requests and cancellations.” b Uncheck “Always decline if end date is
beyond this limit.”

17 Microsoft*
;. Office Outlook wWeb Access

Connected to Microsoft Exchange

Options [ save
Messaging =
Speling @ Resource Scheduling Options
Calendar Options
Out of Office Assistant Automatically process meeting requests and cancellations
Disable Reminders
e Maximum number of days: | 180
E-Mail Security [ Always decline if end date is beyond this limit
Junk E-Mail Limit meeting duration

Maximum allowed minutes:

Change Password
2 Allow scheduling only during working hours

General Settings Allow conflicts

KOO

Allow recurring meetings
Allow up to this number of individual conflicts: D
Allow up to this percentage of individual conflicts: D

Deleted Items
Mobile Devices
Resource Settings o
7 Under the section “Resource Privacy Options” uncheck the following checkboxes: a
Always add the organizer name to the meeting subject b Always remove the private flag

on an accepted meeting ¢ Always delete the following when sent to this resource:

- Attachments from meeting requests
- Comments from meeting requests
- Subject of meeting requests

[[] Always add the organizer name to the meeting subject

[] Always remove the private flag on an accepted meeting

When declining meeting requests due to a conflicting meeting:

Include detailed information about conflicting meetings in response
Indude organizer's name in confiict information

Always delete the following when sent to this resource:

E-mail messages

|:] Attachments from meeting requests

[:] Comments from meeting requests

D Subject of meeting requests
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8 Click “Save.”



Appendix E: Configuring WMI for RoomWizard

In order for RoomWizard to retrieve the date, time and time zone of the Exchange Server
remotely, you need to configure Windows Management Instrumentation (WMI) Service where

the Exchange Server is installed.
To configure WMI services.

1 Right-click “My Computer” and select “Manage.”
2 Expand the “Configuration” node.

3 Right-click “WMI Control” and select “Properties.”

ioix]

Fle Acton View Help

e[ 2mE8=

B s (. e —
2 Roles [ I R
# i Features =
2 Diagnostics \0' Windows Management Instrumentation (WMI) More Actions »
B Hf} Configuration b

9 Task Scheduler Configures and controls the Windows Management Instrumentation (WMI) service.

Windows Firewall with Adve

4, Services

& Local Us

£ Stooce

i—

[Opens the properties dialog box for the current selection.

4 The “Properties” dialog box appears as shown below.
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WHMI Control Properties

5 Click the “Security” tab.
6 Expand the root node.
7  Select “CIMV2” as shown below.

WHMI Control Properties
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8 Click the “Security” button. Type “RWGroup” > “Check Names” > “OK.”

||

Select Users, Computers, or Groups

Select this object type:

IUsess.Gmps.orBtithsectﬂypmcbds
From this location:

IldewsO?Jocd

Enter the object names to select (examples):

RWGroup

[ ox 1]

N

21

Cancel

Al

I//,

9 To access the WMl service, a user or user’s group needs the following rights checked in

the “Security” dialog:
*  Execute Methods
*  Enable Account
*  Remote Enable

Steelcase
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M WHMI Control Properties

¥ General | Backup/Restore  Securty | Advanced |

LY Security for ROOT\CIMV2 1

" Seq‘iyl

Group or user names:

21X

x|

52 NETWORK SERVICE
82 RWGroup (KTEWS07\RWGroup)

?rl\dnﬁnistmtors (VPC-EWS07SP1\Administrators)
4

255-1-5-21-586161796-2330563074-1044917236-1124
20 5-1-5-21-586161796-2330563074-1044917236-1167

=
||
.

Pemissions for RWGroup Allow

Partial Write
Provider Write
Enable Account
Remote Enable L
Read Security O

O
O

For special permissions or advanced settings,
click Advanced.

Leam about access control and permissions

g ooooo|s

|
I
|

e [ ok | coancel |

Apply

10 Click “OK.”

choose “Restart” form the popup menu.

11 Click “Services,” right-click “Windows Management Instrumentation Service” and
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& Server Manager

File Action View Help
& zEEd=HE> = np

% ierver UELEREE VRSBVl Services  Windows Management Instrumentation (WMI)

2 Roles
{3 Diagnostics
El Ff} Configuration Windows Management Name ~ | Desaiption |
Task Schedul i £ World Wide Web Publishing Service Provides W...
9 Windows Firewall with Advz . Workstation Creates an...
,}-3 Services %%:;:eszxie WMI Performance Adapter Provides p...
dj WMI Control Restart the service Wired AutoConfig This servic...
& Local Users and Groups WinHTTP Web Proxy Auto-Discovery Service WIinHTTP i...
8 Storage esa Windows Update Enables th...

Windows Time Maintains d...
Windows Remote Management (WS-Management) WindowsR...
Windows Process Activation Service The Windo...
Windows Presentation Foundation Font Cache 3.0.0.0
Windows Modules Installer

Provides a common interface and object
model to access management information
about operating system, devices,
applications and services, If this service
is stopped, most Windows-based
software will not function properly. If this
service is disabled, any services that
explicitly depend on it will fail to start.

Adds, modi
Windows Firewall sEn Windows Fi...
2 Pause 8 &
Windows Event Log This servic...
Windows Event Colle BEIE This servic...

indone e e T iy

Windows Driver Founda  All Tasks » Er Framework Manages u...
Windows Color System |—————— The WesPl...
Windows CardSpace Refresh Securely e...
Windows Audio Endpoin Properties Manages a...
Windows Audio _— Manages a...
Web tservi  Help The Web M...
Volume Shadow Copy Manages a...
Visual Studio 2008 Remote Debugger Allows me...
Virtual Machine Additions Shared Folder Service Provides s...
virtual Machine Additions Services Application Provides o...
Virtual Disk Provides m...
User Profile Service This servic...

*.UPnP Device Host Allows UPn...
TPM Base Services Enables ac...

f xfcood B dision Comce. Beoiidan.on

12 Click “Yes.”

Restart Other Services ) _l

+ When Windows Management Instrumentation restarts,
2 these other services will also restart.

IP Helper

Do you want to restart these services?

| Yes I No

Steelcase



Appendix F: Assign rights to RoomWizards for writing to the event log
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1 Navigate to “Start” > “Run.” Type “regedit” or “regedt32.” Click “OK” or Press “Enter.”
2 Navigate to “HKEY_LOCAL_MACHINE” > “System” > “CurrentControlSet” > “Services” >

“EventlLog.”

3 Right-click “Event Log” and choose “Permissions.”

., EapHost

i L elxstor

~ 1, ErrDev

- |, ESE

[ ESENT

- | Events Expand

o || exfat| New L4
- |, ExoLg  Find...

= fastfa R

#- |, FCReg

w-  fde Rename

- L. fdPHo!  Export

[#-- |, FileInf

- | Filetra] Copy Key Name
- |, fipydisk

.- FltMar

4 Click the “Advanced” button.
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Securityl

Group or user names:

H2, Authenticated Users
82, SYSTEM

#2 NETWORK SERVICE
ﬁ VPC-EWS07SP18

4

Add.. |

Pemissions for CREATOR
OWNER

Full Control
Read
Special pemmissions

ooo|§ (§ -
IS

moo|g

For special pemissions or advanced settings,
click Advanced. pdvanced

Leam about access control and pemissions

‘-_OK—I Cancel | Apply |

5 Click “Add” and choose the RoomWizard group in the name field. 6 Make sure that it
has full rights as shown in following figure.

Gronin Ariser names: 11 AT ALTUAN TV AalC e ica

T Advonced Security Settings forbventiog = x
Pemissions |Audnng| Owner | Effective Permissions |
To view or edit details for a pemission entry, select the entry and then click Edit.

L Permission entries:

Type | Name |_Pemission | inherited From | Apply To -
F Allow Authenticated Users Read <not inherited> This key and subkeys
C_ Allow SYSTEM Full Control <not inherited > This key and subkeys
Allow Account Unknown(S-1-5...  Full Control <not inherited > This key and subkeys |-
Allow Account Unknown(S-1-5...  Full Control <not inherited> This key and subkeys
Allow Administrators (VPC-EW...  Full Control <not inherited> This key and subkeys
Allow Server Operators (VPC-E... Read <not inherited> This key and subkeys
RWGroup (KTEWSO7\R... Full Control <not inherited> This key and subkeys
Allow VPC-EWS07SP18 Read MACHINENSYSTE...  This key and subkeys ll
P A 2 = A R R e TR TR RS
4 Add.. Ed... Remove
L

IV Include inheritable pemmissions from this object’s parent
™ Replace all existing inheritable permissions on all descendants with inheritable permissions from this object

Manaaing pemission entries

[Tl Cancel | Apply |
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7 Click “OK.”
8 Click “Yes” at the prompt.

Windows Security

& This will replace explictly defined permissions on all descendants
of this object with inheritable permissions from EventLog.

Do you wish to continue?

= _ |

9 Click “OK.”

X
Securty |
Group or user names:
&3, Exchange View-Only Administrators (KTEWS07\Exchange Z'
&L Exchange Public Folder Administrators (KTEWS07\Exchan
89 Account Unknown(S-1-5-21-586161796-2330563074-1044__1

39 Account Unknown(S-1-5-21-586161796-2330563074-1044
ﬂEr RWGroup (KTEWSO07\RWGroup) X
4

Permissions for CREATOR
OWNER

Allow Deny
Full Control O O
O O
= O

Read
Special pemissions

For special pemissions or advanced settings, Advanced
click Advanced.

Leam about access control and pemissions

ok | Camcel | ey |

10 Click “OK.”
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Appendix G: Configuring RoomWizard to access its calendar

42

Follow these steps to configure calendar access:

1 Configure the RoomWizard Server Access as follows:

a Enter the URL in the format:
http://WebServer/VirtualDirectory/rwceconnector.aspx

b Enter the Username of the “Service Account” in the format: Domain\Username.
Cc Enter the password.

d Click “Save on THIS Wizard” to configure the RoomWizard. e Repeat for each
RoomWizard appliance.

NOTE:

Upon successful connection to the RoomWizard Synchronization Software, the Server URL,
Connector Name and Connector Version appear in the Setup > Device > Synchronization setup
pages of each RoomWizard in the group. You must then configure the RoomWizard calendar
access for each RoomWizard appliance. To do so:

2 Browse to a RoomWizard appliance configuration page by entering its IP address into
your web browser. If you made an entry in your DNS, you could enter the host name
instead.

You see the homepage for that RoomWizard.




Wed 10 Feb 2010

Conference ..

Name:

Capacity:

Phone:

Location:

Facilities:

Web address:

Reservation Find

M TWT F S

5

Conference Room
1000

555-555-5555

First Floor
Whiteboard, CopyCam

hitp://10.35.76.205/

3 Click the “RoomWizard setup” link in the bottom left of the homepage. You are
prompted for a password.

4 Enter the default system manager password: roomwizard (this field is case sensitive). 5

Navigate to the “Device” > “Synchronization” tab.
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Configure Synchronization for RoomWizard usage:

@ Use RoomWizard's own database (classic mode)

© Use external source, for example, a Microsoft Exchange server (sync mode)
Please call 1-800-334-4922 to arrange
for the (web-based) delivery and installation of the synchronization connector.

Server access

Base URL ofthe server pages LuGX cennector.aspx

Pollinterval [EREGIRIH

WARNING: To ensure accurate operation, RoomWizards may reboot when the time is copied from the server

Save on ALL Wizard

RoomWizard will get the time from the server @ no @ yes

Calendar access

ROII R Ll gl conferencercom

Save on THIS Wizard

5 Configure the RoomWizard Calendar access.

a Enter the Room Identifier. (This is the user portion of the room’s SMTP
e-mail address, or in some cases where there are multiple e-mail
domains, the complete SMTP e-mail address. Exchange does not require
a Room Password.) 7 Click “Save on THIS Wizard.”



Appendix F: Configuring Exchange Push mode

In order to configure the 4.0 exchange connector for push mode follow these steps:

1. Install RoomWizard Firmware 4.4 or later on your room wizards
2. Check the “Enable Push Notification” button in the RoomWizard Installer.

Using push mode greatly reduces the overhead that the RoomWizard’s place on the exchange server as they will
no longer poll the server regularly for updates. Updates are sent automatically by exchange. This also reduces
the load that the RoomWizard’s place on the network.
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TECHNICAL SUPPORT

If you have questions or difficulties with the installation, call Steelcase Technical Support at:
1.800.334.4922 or send an e-mail to: techsupport@steelcase.com.
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