Exchange cloud Synchronization
Software Installation 1.1.12

Pre-installation Notes

To install and configure the Exchange Cloud Connector, you will need the following:

A Windows server to install the connector on (details below)
The name of the account configured in Exchange that the connector will use
to connect to Exchange
The Exchange Web Services (EWS) server URL for the customer’s Exchange
service
o This URL will be different for each hosting provider
o Instructions are included at the end of this document for Office 365
o The connector will do its best to use Exchange’s autodiscovery to
locate the EWS server, but many environments won’t have
autodiscovery configured.

System Requirements

Windows 7 / XP SP3 / Server 2003 SP2 or newer

o Required to be able to run software listed below
[IS6or7

o http://www.iis.net/

.NET Framework 4.0
o http://www.microsoft.com/net/

Web Platform Installer
o http://www.microsoft.com/web/downloads/platform.aspx

Running Windows Server 2008 R2 running IIS7.5 install “Web Deploy 2.0”
o http://www.iis.net/download/WebDeploy



http://www.iis.net/
http://www.microsoft.com/net/
http://www.microsoft.com/web/downloads/platform.aspx
http://www.iis.net/download/WebDeploy

Use the Web Platform Installer to install ASP.NET MVC 3
This section will walk you through the process of setting up your environment to
run the Exchange Online Connector. You should already have the appropriate
software installed as listed under the System Requirements section above.

Launch the Internet Information Services (IIS) Manager application and you will see
this screen
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Management. Clicking will launch the search page shown below.
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Search for MV(, and click the Add button next to “ASP.NET MVC 3 (Visual Studio
2010)”. Click the Install button at the bottom and follow the instructions to

complete the installation process.
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Create a new website running on a .NET 4.0 application pool
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Right click on the “Sites” folder in the left pane of the IIS Manager application and
select “Add Web Site...” to begin. This will bring up the dialog shown below.
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Add Web Site K E3

Site name: Application pool:
IExd‘nangeDnlineConnector IExmangeDnlineConnector Select... |
— Content Directory

Physical path:

IC:‘njnetpub‘n,wu\'ln'root‘n,RoomWizard |

Pass-through authentication

Connect as... Test Settings...

— Binding
Type: IF address: Port:
jnttp =] J10.35.78.21 =] [poso
Host name:

Example: www.contoso.com or marketing. contoso.com

¥ start Web site immediately

Enter a name for the site and choose where on the server’s hard drive the
application will be installed in the 'Physical Path' (E.g.
C:\inetpub\www.root\RoomWizard) edit box.

Configure the Binding section so that it will not conflict with other sites running on
the server, if you have any. Click the “OK” button to create the site. Note what
application pool it is going to use - you will be configuring that also.
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To configure the application pool, click on the “Application Pools” item in the left
pane to bring up the list of current application pools on the server. Double click on
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the application pool you configured the new site to use. This will bring up the dialog
below.

| Edit Application Pool [z 1]
MName:

[ExchangeoniineConnector
.NET Framework version:

|.MET Framework v2.0.50727 ~1

.NET Framework v4.0.30319
NET Framework v2.0.50727

Mo Managed Code

F start application pool immediately

OK I Cancel I

Select .NET Framework v4.0.xxxxx from the list. If it doesn’t appear in the list, make

sure you have the .NET framework version 4 installed. Click the “OK” button to save
the changes.
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Now click back on the new website you created. There will be a link on the left-hand
side named “Import Application...”. Click it. This will let you import a zipped-up
application bundle into the website.
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Import Application Package

5‘1' Select the Package

Spedfy the location of the padage (for example, C:\WebApplication. zip).
Package path:
IC:\IJsErs\administratnr‘EXCHZCI 10\DesktopExchange Online Connector\exchangedoudcor Browse... I

Previous | Next | Finish | Cancel |

Click the “Browse...” button and locate the .zip file containing the Exchange Online
Connector. Click “Next” to continue.

Import Application Package B E3 I

E i 'I select the Contents of the Package

Padkage contains:

b Application (c:\git\steelcase\ExchangeCloudConnecto
Create an application (c\git\steelcase\ExchangeCloud!
| File System Content (c:\git\steelcase\ExchangeCloudC
=[] C3a o\oit\steelcase \ExchangeCloudConnector \Exchang
;i" Grant permissions (c:\git\steelcase \ExchangeCloudConnec
|¥=| Grant permissions {c:\git\steelcase\ExchangeCloudConnec

*-| Grant permissions (c:\git\steelcase\ExchangeCloudConnec

(E=)

Path c:\git\steelcase\E

<] | ]}
Advanced Settings... I
Previous | Next Finish | cancel |

The defaults are correct here - you want to copy in all of the contents of the Zip file.
Click “Next” to continue.



Import Application Package [21x]

"_i "I Enter Application Package Information

Enter information that is required to install this package:

Application Path
Full site path where you want to install your application (for example, Default Web Site/Application).
ExchangeOnineConnector/ |

previous [ next | Fnsn | camcel |

Clear the file name and click “Next” to continue.

Import Application Package =3

ET’ ']' Enter Application Package Information

Enter information thatis required to install this package:

Application Path
Full site path where you want to install your application (for example, Default Web Site/Application).

ExchangeOr & -
Import Application Package

. This application will be installed into "ExchangeOnlineConnector™.
B, Most applications are usually installed into a folder beneath the
root, such as “ExchangeOniineConnector fBlog™. Are you sure?

oK | Cancel |

Previous | Next Finsh | cancel

Choose the path on the website that should host the application. We recommend
clearing out the text and installing it in the root of the site. If you do that, a dialog
will appear confirming your choice to install the application at the root of the site
instead of in a folder beneath the root. Click “Next”, and “OK” if prompted, to

continue.

Import Application Package [ <]

{ki ’J Overwrite Existing Files

You have chosen to install this application package to an existing application. Would you like to delete all the
files on the destination?

" No, just append the files in the application package to the destination.

% Yes, delete all extra files and folders on the destination that are not in the application package.

previous [[_nNext | Fsh | cancel

On the first installation, the value chosen here will not matter. Click “Next” to

continue.



If it is not a new installation. select “Yes, delete all extra files and folders on the
destination that are not in the application package” Click “Next” to continue.

Import Application Package

Ei j Installation Progress and Summary

=1<|

Summary | Detais |
The package was installed successfully.

The following actions were performed:
Added 11 Directories.
Added 37 Files.

pravious | Next | Finish | cancel |

The application has now been installed. The amount of files can be different than the
ones listed in the image. Click “Finish” to exit the site installer.
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Select the site in the left-hand pane and “Restart” it using the link on the right.



Configuring the Exchange Online Connector

Open IIS; Click Start > Administrative Tools > Internet Information Services (IIS)
Manager

Expand the server name and then expand Sites to drop down the hosted sites
“New website name” example: “ExchangeOnlineConnector”
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3. Make sure the “Forms Authentication” is disabled by double clicking over the

Authentication icon.

Forms Authentication “Disable”
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In the right pane, click “Browse”
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Locating the Exchange Web Services URL for Office365

1. Login to Office 365 using your administrator account
2. Select Outlook from the top middle of the screen

Microsoft:
Online Services

Steelcase Inc

Admin Overview

Setup
Overview
Custom Plan

Management
Users

Security Groups
Domains

Subscriptions
Manage
Licenses
Purchase

Support

Overview

Service Requests
Service Health
Planned Maintenance

Home  Outlook

Admin shortcuts

® Resel user passwords

= Add new users

" Assign user licenses

= Create a service request

Microsoft Office 365

Exchange
Outlook settings and protection.
Manage

Microsoft Corporation Legal

Brand Kvavle

My proflle | Sign out

| Admin

(2]

Resources

Managing Exchange Online

Email migration and coexistence
Managing domains

Setting up email on mobile phones
Release notes

Downloads

Community

Ask a question in the forums
Check out our blog

Participate in the community

Community
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3. Inthe top right, select Options, then select “See All Options”

LE:SM*MF:ice 365 Home Outlook sign out | Brand Kvavle . N
Mail > Inbox 0O Items P Find Someone Options = @ ~

4 Favorites Mew - Delete ~ Move - Filter ~ View~ 5] Options

E Inbox Set Automatic Replies...

N : : o
0 Unread Mail Search Entire Mailbox P ¥ Create an Inbox Rule..
3 Sentltems Conversations by Date ~  Neweston Top | See All Options |
There are no items to show in this view.

4 Brand Kvavle Select a Theme

3 nbox

7 Drafts

[& sentitems =y ‘

~ e

@ Deleted tems n sz_l e

@ Junk E-Mail

la] Notes

1 G@ Search Folders

@ Mail
% Calendar
Contacts
@ Tasks
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POP, IMAP and SMTP access...”

Outlook'Web App
Mail > Options: Manage Myself -

0

Account H -

Organize E-Mail My Account  Connecled Accounts

Groups
Settings Account Information -
Phane General
Block or Allow Display name:
User ID:
Mailbox Usage

4.53 KB of mailbox space used. At 24.75 GB you
won't be able to send mail.

Contact Numbers
Work phone: 503 523 2009
Mobile phone: +1 5033177961

Settings for POP, IMAP, and SMTP access...

[E) Edit

Like it? Don't like it?

— Weld like to know what you think.
B3 Please give us feedback.

4. Make sure you are under Account, and My Account, and select “Settings for

sign out

My Mail @ -~

Shortcuts to other things you c...

i g

See e-mail from all your
accounts in one place

Tell people you're on vacation

Learn how to get Direct Push
e-mail on your mobile phone

Connect Outlook to this
account

Forward your e-mail
Change your password

Import your contacts from an
existing e-mail account

Shortcuts to administrative tools

Manage your organization
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5. You will see a server name which will look something like:
pod51009.outlook.com

Use these settings to access your e-mail using POP, IMAP, or SMTP.

POP setting

Server name: pod51018.outlook.com
Port: 895
Encryption method: SSL

IMAP setting

Server name: pod51018.outlook.com
Port: 993
Encryption method: SSL

SMTP setting
Server name: pod51018.outlook.com

Port: 587
Encryption method: TLS

¥ Close

%

6. Place your server name in this form:
e https://<SERVER NAME>/EWS/Exchange.asmx

Testing your service user’s access to a room mailbox

1. Log in to Office 365 using your service user account

Select Outlook from the top middle of the screen

In the top right, click the email name and at the bottom of the tab select
“Open Other Mailbox”

Enter in the room’s email address

Click “Open...”

You should see that user’s Outlook online interface

Open the browser go to http://server:8080/

w N

N o s

You should see the following page:
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http://server:8080/

RoomWizard™ W&

Exchange Online Connector

Current Configuration
Version: 1.1.10

License Key: Unlicensed
Service user:

Generate Configuration File

M Use Demo (90 days)

Username
Password

Find server URL based on email address

Download New Configuration e Se e e

The Exchange Online Connector needs three pieces of information to
operate:

1. Alicense key or demo license.

2. An email address (username) for the Exchange Online account to whom you
plan to grant administrative rights over RoomWizard room calendars.

3. The password for the Exchange Online account.

Generate a new configuration

If you have a license

Enter your license key.

Enter the username and password for the Exchange Online account
Click “ Test Connection”

Click “Download New Configuration” and save the Site.config file

B W=

If you want to use the Demo for up to 90 days
1. Check the “Use Demo” checkbox

2. Enter the username and password for the Exchange Online account
3. Click “Download New Configuration” and save the Site.config file
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Installing your new configuration

Under the directory where you installed the connector, there is a directory named
bin. In that directory you will find a file named Site.config. Copy the one you
downloaded from the connector’s configuration page over the old one.

For example, install the connector under :
e (C:\inetpub\wwwroot\connector
then the configuration file will be located at:
e C(C:\inetpub\wwwroot\connector\bin\Site.config

Restart the connector website and reload the connector page in your browser to see

that the new configuration is live.

To update your configuration from a Demo to a licensed version

Open up the configuration webpage, then:

Enter your license key

Uncheck the “Use Demo” checkbox

Download and install the new configuration as before
Restart the connector

B =

Configuring Basic Authentication (1I1S7) If is not already configured.

Ensure the Basic Authentication module is present

Under the server features area,
1. Double-click on the “Modules” icon in the middle

) internet information Services Q15) Manager =
& (%> ot » EEECE
e view Help
_a, 112 |8, @) DT6EX01 Home —"_
- [ — e —
B Aopice AP ET = > s
@ ton Pooks s
;L1 Sites -
& g Default eb Site 3 g "?} 7 ) ﬁ View Appiication Pools
14 ExchangeOnineCannector I ’
NET NET NET Trust Apphcation Connection Machine Key M e
Compiation  Globakzation Levels Settings Stings =
E o2 28 el & Export Server Package...
a » &) import Server or Site Package....

Providers  Session State  SMTP E-mai
@ rep
Ortie Help

15



2. Click on “BasicAuthenticationModule”

§ Internet Information Services (IIS) Manager

@,;’, €3 » prexor » & <0 O-
Fie  View Heb

Actons
e -Hi” |8 @3 Modules Ak Mg Mocke
€3 Start Page Configure Native Modues..
EI%DI)EXOJ(E::?;L? 5 mﬂ:ﬂf;afuemm@emnammwmmmtwmrwsmmh i
S8 Sites Grouwpby: No Grouping - Uniock
;ggjﬂ*weﬂw Name = [code [ Mode Type =] || X Remove
View Ordered List.
Anonymousidentification
= Ehiioin
Ce Oniine Help
=
a Yo \u... Native
DefavitAuthentication System.Web. Searity.DefauitAu... Managed
Vowindir de... Native
\Bu... Native
Dir \drl... Native
DynamicC: \o... Natve
Yowindir Visf... Native
FleAuthorization System.Web. Security FieAutho. . Managed
FormsAuthentication System.Web.Seaity.FormsAut... Managed
HttpCacheModule Y%windir %\System32inetsrvica...  Native
Hittpl S Yog... Native
owi ve... Natve
IsapiFiterModue Smindr%\System32ynetsrvifit... Native
IsapiModue Fwindir%\System32inetsrvlisa... Natve |
OutputCache System.Web.Caching.OutputCa...  Managed
Profile System.Web.Profie.ProfieModule  Managed
i Vr... Natve
\eques L Yewindir ¥mo... Native
RoleManager System.Web. Security RoleMana... Managed
Scrptiodue4.0 System.Web.Handers.SaiptMo...  Managed

ServiceModel System.ServiceModel. Activation...  Managed

P . Lr'l

= Features View || = Content View

On the right-hand side, click “Configure Native Modules”
Configure Native Modules EE

Select one or more registered modules to enable;

[ UriCacheModule Register, ., |
[ FileCachemMadule

[ TokenCacheModule Edit. .. |
[] RequestMonitoriodule k

[] ManagedEnginess Remove |
[] ManagedEngine

[] ManagedEngined'4,0_3Zbit
[ ManagedEnginet'4.0_&<hit

K I Cancel |

3. If TokenCacheModule is in the list, check the box next to it
4. Ifis notin the list Click “Ok”
5. Click “BasicAuthenticationModule” in the Modules list

On the right-hand side, if “Unlock” is present beneath “Edit...”, click it. The word
“Lock” should now appear beneath “Edit...”. This indicates that individual sites
running on the server can configure the module.
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™ Internet Information Services (IIS) Manager

Actons
Ce-H|” & e; Modiiles Add Managed Modue.
Eigm’fﬁmm e ﬁﬂ%&ammm@enﬁmmﬂmaﬂemwwmrmmmm | Configre Nadive Hodties = NN
&2 ion Pools cosdold Edt..
B Sites Groupby: No Grouping - Lock ‘ m—
&) Defoutt Web Ste Nome - [ Modue Type =] (] Remove
€ ExchangeOnineConnector -
=® Nolive View Ordered List....
Anonymousidentificaion Managed
Basca Notive © reo
Cer Native Online Help
Ce Native
CustomErroriModule Native
DefaultAuthentication Managed
Native
2 Native
Dir Native
DynamicCe Native
Native
FileAuthorization Managed
FormsAuthentication Managed
HttpCacheModuie Native
FitipLoggngModuie: %%windir %\System32\netsrviog...  Native
= Vowir ¥e... Native
IsapiFiterModule S%windir %\System32\netsrvifiit... Native
IsapiModule Fewindr %\System32inetsrvisa... Native =
OutputCache System.Web.Caching.OutputCa... Managed
Profile System.Web.Profile.ProfleModule  Managed
Yowindir ‘or... Native
‘eques i ¥no... Native
RoleManager System. Web.Seauity.RoleMana... Managed
SciptModule4.0 System.Web.Handlers.SaiptMo...  Managed
ServiceMode! System.ServiceModel.Activation... Managed =
E_z,j Features View |, - Content View

Configure Basic Authentication for the site

Under the site features area,
1. Double-click the “Authentication” icon in the middle pane
2. Disable all forms of authentication (including “Anonymous Authentication”)

! Authentication
@.- i |2 |8 @ pres
G startPage ear...
£-93 DTEEX01 (EXCH20 10\sdmirvstr ator) Sroup by, No Grouping ——
@2 Nome = [ststus [ Rezponse Type | @ reo
%) Stes “Aronymous Authentcation Oisabled Orine Help
“ g Default Web Site ASP.NET Impersonation Disabled
) € ExchangeOninaConnector ____——< -
Digest Authentication Drisabled HTTP 401 Challenge !
Forms Authentication Disabled HTTP 302 Logn/Redrect
Windows Authentcation Oisabled T 401
[T Festres view |15, Content wiew

3. Enable “Basic Authentication” if is disabled and turn Off anything else.
4. Restart IIS to complete the process.
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Granting Service User Access to Room Mailboxes

The Exchange Online connector requires a user who has full access to the room
mailboxes managed by the RoomWizard devices.

There are several ways that an administrator can provide full access to the Room
Wizard service user using PowerShell. We have provided a script that can
automatically grant full access to resource mailboxes. However, if you chose to forgo
the script we have provided alternative PowerShell instructions.

1. Right-Click GrantFullAccess.ps1 and execute it with PowerShell

Name Date modified Type

|5 GrantFyllAreace nel 11.09/2011 &:59 AM  PS1
| rooms. Open f2011 10:00 aM 5V
wmn with PowerShell
Edit
Edit with Vim
Open with...

Restore previous versions
Send to 3

Cut
Copy

Create shortcut
Delete

Rename

Properties

] . 3

2. Enter the service user’s id (“Room Wizard”, room.wizard, etc.)
() C:\Windows\SystemBE\WindowsPowerSheII\vl\powershell.exe = =R

ute at command_pi
T Tollow
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3. Enter the mailbox to configure or hit enter to choose a CSV file containing a new
line delimited list of room identifiers. The CSV file should contain a header
named “Rooms”.

Open &
Look in: Scripts j I‘j( EH~
-
= Name Date modified Type h
Pl
n ) GrantFull Access.psl 11/9/20119:59 AM P51 File
Recert Places - -
E| |rooms.csw 11,9/2011 10:00 AM  CSV File
Desktop
il
Libraries
Computer
(T
NE‘t"\'DI‘k Ll 1 »
File name: |n:|0ms cav j Open
Files of type: | Al Files () =l Cancel
Help

4. Nextyou will be prompted to enter a username and password. These credentials
are used to login to your Exchange account and create a PowerShell session.

—

LY C\Windows\System32\WindowsPowerShell\wl 0\powershell.exe o =] 28

[7 sl

Enter your credentials.

User name: € m.wizard@mydomain.com

Password: Y|

oK l | Cancel

5.
6. Once the above step has been completed it will establish a remote PowerShell

session with Outlook online and grant the given user full access to the rooms
specified in the CSV.
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Establishing remote session with Outlook online

In order to configure mailboxes access permissions you'll need to establish a remote
PowerShell session using your Exchange account. This section assumes you have a
working knowledge of PowerShell.

Note: You will need to run PowerShell as an administrator.

The following commands will establish a remote session with Outlook
online:

Enter your outlook online credentials:

$credentials = Get-Credential

Establish a remote session:

$session = New-PSSession -ConfigurationName Microsoft.Exchange -ConnectionUri
https://ps.outlook.com/powershell -Credential $credentials -Authentication Basic -

AllowRedirection

Depending on your security policy you may need to execute this command in order
to import the session (including the commands):

Set-ExecutionPolicy -ExecutionPolicy RemoteSigned
Import session:
$sessionimport = Import-PSSession $session

You should now be able to execute exchange commands against your remote
Outlook online account.
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Granting delegate access manually via PowerShell

This section will provide the necessary commands to configure a room mailbox so
that the Room Wizard service user has full access to the mailbox. This section
assumes you have a working knowledge of PowerShell.

The following command can be used to grant a user full access to a mailbox:

Add-MailboxPermission “<Mailbox Identifier>" -User: <Service User> -AccessRights:
FullAccess -InheritanceType: All

For example:

Add-MailboxPermission “UpstairsConferenceRoom” -User: room.wizard -
AccessRights: FullAccess -InheritanceType: All

The following command will find all resources and grant a user full access to them:

Get-Mailbox -filter {isResource -eq $True} -Resultsize unlimited | Add-

MailboxPermission -User: <Service User> -AccessRights: FullAccess -InheritanceType:

All

Note: You can provide other filtering properties that will reduce the result set. See
http://technet.microsoft.com/en-us/library/bb738155(EXCHG.80).aspx for more
filterable properties.
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Configuring Room Mailbox

By default a room does not auto-accept invitations. In order for the Room Wizard
and Exchange Connector to work properly the rooms need to be configured to auto
accept invitations. You also should configure the room to reject conflicting meetings.

The following command will configure every room’s mailbox to auto
accept invitations:

Get-Mailbox | where{$_.ResourceType -eq "Room"} | Set-CalendarProcessing -
AutomateProcessing AutoAccept -AllowConflicts $false

If you want to maintain the comments and private flag between the resource and the user add the
following arguments to the above command:

-RemovePrivateProperty $false -DeleteComments $false

Reference: http://technet.microsoft.com/en-us/library/dd335046.aspx

The following command will configure a specific room’s mailbox to auto
accept invitations:

Get-Mailbox “UpstairsConferenceRoom” | Set-CalendarProcessing -
AutomateProcessing AutoAccept

Also, by default, the room does not display the original subject of an appointment.
Instead the room shows the organizer’s name as the subject of the appointment. If
this behavior is not desired the following command will reconfigure the room
mailbox to show the original subject.

Set-CalendarProcessing -ldentity "$$ResourceName$$" -AddOrganizerToSubject $false -
DeleteSubject $false
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Viewing attendee response status from RoomWizard

In order for the connector to see how attendees have responded to an appointment
the service user requires delegate access to all of the user’s mailboxes. The
connector will continue to function, however, if it is not given delegate access. The
attendee response status will just be unknown to the connector.

The following command will find all users and grant a user full access to
them:

Get-Mailbox -filter {isResource -eq $False} -Resultsize unlimited | Add-
MailboxPermission -User: <Service User> -AccessRights: FullAccess -InheritanceType:
All
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Configuring the RoomWizard

The RoomWizard should be set into Synchronized mode. The URL for the connector
will be:

http://server:8080/api

Where “server” is the server you installed the connector on, and 8080 is the port
number used.

Enter the name of the mailbox exactly as it is configured in Exchange Online. Do not
include the domain - only the name. (e.g., ConferenceRoom not
ConferenceRoom@company.com).

RoomWizard® \

Device Group Backup Firmware Room Semnices Help Resemvations

Metwork Language Synchronmization DatefTime Security Email Frontpanel Logo Self-test

Current data source for this device

RoomV

Connector name

Connector version 1.1.12

Configure Synchronization for Room\Wizard usage:

Server access

Base URL ofthe server pages R likelirgapeg ReENIET]

Ify in
Username
Password ([
Poll interval |[EESESRRES E
WARNING: To ensure accurate operation, Room\Wizards may reboot when the time is copied from the server

Room! d will getthe time from the server Oncu‘yez:
Sy il MTP

Save on THIS Wizard Save on ALL Wizards

Calendar access

Room identifier
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Other Notes / Troubleshooting

e The connector should be configured with the EWS URL when local
Exchange / Office 365 are running together in hybrid mode because
autodiscovery may not work correctly.

e Most problems with the connector have been fixed by:

o Disabling autodiscovery and entering the Exchange Web Services
(EWS) URL directly.
o Correcting a permissions error in Exchange

e The connector does not work with Forms-based Authentication, but can

be configured to work with Basic Authentication.

What is autodiscovery, and how does it work?

Autodiscovery is a process that Microsoft supports for locating Exchange Web
Services servers based around an email address or domain. This is, presumably,
easier than specifying an EWS URL because most people will know an email address
but not the name of a server.

However, many environments are not configured to support the autodiscovery

process. If a connector fails to connect to Exchange, disabling autodiscovery should
be the first step in troubleshooting.

Tech Support:

If you have any trouble installing and configuring the connector, Tech Support is
available 24 hours a day, Monday through Friday.

PHONE: 800-334-4922
EMAIL: techsupport@steelcase.com
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