
Meltdown and Spectre - RoomWizard Official Release 
 
A pair of security related vulnerabilities known as Meltdown and Spectre have 
received attention in the market the past month. These two related 
vulnerabilities affect most mainstream CPUs, including Intel and some ARM chips. 
  
We can confidently say that RoomWizard is not susceptible to the Meltdown 
vulnerability.  
 
In regards to Spectre, our Steelcase security team has advised us that an attack 
via RoomWizard is possible, but highly unlikely due to the following reasons: 

• RoomWizard Ecostystem lies entirely behind the customers’ firewalls 
• There have been no reports of a Spectre attack occurring on any devices in 

the world 
• Published theories for attack all require Javascript which is not utilized by 

RoomWizard 
  
 
Steelcase continues to work to develop and release a solution for this as soon as 
possible. In the meantime, despite risk being very low, we encourage our 
customers to continue using best practices for RoomWizard security by updating 
their devices’ root password via the RoomWizard Administrative Console. 
 
If you have any questions or concerns, please reach out to Travis Bradstreet at 
tbradstr@steelcase.com.  
 


