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Getting Started

Before installing and configuring the Exchange Connector, you will need the following:

Windows server on which to install the connector (details below)
Connector package downloaded and unzipped, on the desktop of the Web Server
Local domain service account that can be used to log in to the Web Server

User account configured with Application Impersonation in Exchange/Office 365 that the connector will use to connect to Exchange
(one Enterprise-type account, E1 and above) Microsoft link

Resources mailboxes for calendars (one for each RoomWizard) configured to auto accept or decline meetings
https://docs.microsoft.com/en-us/exchange/recipients/room-mailboxes
Note: Newly created accounts and resources take three hours to replicate with Microsoft

Exchange Web Services (EWS) server URL for the customer’s Exchange service (notapplicable in Exchange 2013 environments)
o URL will be different for each hosting provider

o Connector willuse Exchange’s autodiscovery to locate the EWS server, but some environments won’t have autodiscovery configured.

What is autodiscovery and how does it work?

Autodiscovery is a process that Microsoft supports for locating Exchange Web Services servers based on an email address or domain.
This is usually easier than specifying an EWS URL because most people know an email address but not the name of a server. To test
Exchange Web Services connections, you can use Microsoft's Test Connectivity Analyzer: testconnectivity.microsoft.com

What is Impersonation and how does it work?

Exchange Impersonation is a mechanism that allows a single Windows Active Directory account (your RoomWizard Service account) to
act on behalf of other users on a Microsoft Exchange mailbox (your RoomWizard Resource Mailboxes), as if they were performing the
action themselves.

This greatly reduces the number of connections counted against the service account. Too many connections by any one account will result in
Exchange throttling back access by that account through the EWS API. See Appendix D for configuring Exchange and Impersonation.

https://docs.microsoft.com/en-us/exchange/client-developer/exchange-web-services/impersonation-and-ews-in-exchange



http://office.microsoft.com/en-us/compare-office-365-for-business-plans-FX102918419.aspx?CR_CC=200061904&amp;amp%3BWT.srch=1&amp;amp%3BWT.mc_ID=PS_google_O365Comm_office365_Text
https://docs.microsoft.com/en-us/exchange/recipients/room-mailboxes
http://testconnectivity.microsoft.com/
https://docs.microsoft.com/en-us/exchange/client-developer/exchange-web-services/impersonation-and-ews-in-exchange

Resource Configuration ROOMWIZARD EXCHANGE CONNECTOR INSTALLATION GUIDE

Exchange Connector Installation Prerequisites

Please note: All Pre-requisites MUST be installed prior to installing and configuring the
Exchange Connector.

+ Server 2012 or Server 2016
+ |IS Version 8, 9 or 10

+ Port 8080 openin Server firewall; this will be used when configuring the ConnectorWebsite

Server Manager - IIS Install (See Appendix A)

+ Internet Information Services (Features)
* NET Framework 3.5, and 4.6

* Internet Information Services (Web Server Roles)

« Security | Basic Authentication

* Application Development (Full)

* Web Management Tools | IIS Web Management Console
* Web Management Tools | Management Service

Additional Requirements (See Appendix B)

* Web Deploy (Web Deployment Tool) in [IS  https://www.iis.net/downloads/microsoft/web-deploy
« ASP.NET MVC3 Extension https://www.microsoft.com/en-us/download/details.aspx?id=1491

Application Impersonation (See Appendix C)

+ https://docs.microsoft.com/en-us/exchange/client-developer/exchange-web-services/how-to-configure-impersonation

+ https://kb.infobridge.com/hc/en-us/articles/202705692-How-to-set-Impersonation-in-Microsoft-Office-365-and-Microsoft-Exchange-2013



https://www.iis.net/downloads/microsoft/web-deploy
https://www.microsoft.com/en-us/download/details.aspx?id=1491
https://docs.microsoft.com/en-us/exchange/client-developer/exchange-web-services/how-to-configure-impersonation
https://kb.infobridge.com/hc/en-us/articles/202705692-How-to-set-Impersonation-in-Microsoft-Office-365-and-Microsoft-Exchange-2013
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Preparing your Environment

Configuring Basic Authentication(lIS)

These steps will be performed after the prerequisites in the above section have been completed.

Start [IS Manager and click on the Server, then double click Modules
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TokenCacheModule should be in the list that appears. Check the box next to it. (If TokenCacheModule does not show in the list,

disregard this step.) Then clilck OK

figure Native Modules

Select one or more registered modules to enable:

[] UriCacheModule
[_] FileCacheModule
¥ TokenCacheModul
[] RequestMaonitorModule *\
[] ManagedEnginet4

[[] ManagedEngine

[ ManagedEnginey4,0_32bit
[7] ManagedEngine¥'4,0_g4bit

e

Single click on BasicAuthenticationModule again and click the Unlock so that it reads Lock
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[m} X
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Create a New Website Running on a .NET 4.0 Application Pool

Right-click on the Sites folder in the left pane of 1IS Manager and select Add Web Site to begin. This will open the Add Web Site dialog box.
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~Conbent Directory
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“ T Ty
15 bowee & s, 3 Connect 5. ! Test Settings... I
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Type: 1P address: Port:
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Host name:

" | De—

| A5 D[ o=

In the Add Web Site dialog box, enter information for these fields:

+ Site name: Enter a name for your website

+ Application pool: Note what Application pool your website is going to use; you will configure that in the next step

* Physical path: Choose where on the server drive the connector application files will reside. You may need to create a new empty folder
for this, such as C:\\RoomWizard

+ Binding: Configure the Port section so that it will not conflict with other sites running on the Web Server. “8080” is used in the example above.
Note: Make sure you use a port open within your environment.

Click OK to create the site.
To configure the Application pool, click Application Pools in the left pane to bring up the list of current application pools on the server.

Double-click the Application pool you configured for the new site to use. This will bring up the Edit Application Pool dialogbox.
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Select .NET Framework v4.0.xxxxx from the list. If it doesn’t appear in the list, make sure you have the .NET framework version 4
installed. Click OK to save the changes.

Now click back on the new website you created. Next, in the right-hand pane click on
Import Application. This will let you import a zipped application bundle into the website.
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Click Browse and locate the zip file containing the Exchange Connector (thisis in the Connector package you downloaded and unzipped on the
Desktop of Web Server). Click Next to continue.
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The defaults are correct below. Copy all of the contents of the zip file and click Next to continue.

a Select the Contents of the Package

Packige cortaens:
# [¥16 Web Application (c\git\steelcase’ ExchangeCloudConnectoribxg . Path cAgitwteckase\Excha
¥ Creste an application [c\gi\ steekase’ ExchangeCloudConn
2 W Fie Systemn Content (c/\gifisteebe e ExchangeCloudConnee
» S0 c\g fease\ExchangeCloudC EschangeClox
¥ - Grantp e\g '3 geCloudC B
W17 Gt g Cloudc -

Clear the text in the Application Path box to install it in the root of the site. A dialog box will appear confirming your choice toinstall the
application at the root of the site instead of in a folder beneath the root. Click OK, then click Next to continue.

L AL FIUINE YL e R TSENTTTES SNLE USCI3  AMPPILGLIUET  CUTHISLLIUTE  IVIGUEINIE RCY T OYT3 gt Fiuviuss

balization Levels Settings Strings Controls
Import Application Package ? 4
L§
) Enter Application Package Information lsﬂ
om pdules

Enter information that is required to install this package:

Application Path
Full site path where you want to install your application (for example, Default Web Site/Application).

RWExchangeConnector/

Import Application Package >

This application will be installed into "RWExchangeConnector”, Most
applications are usually installed into a folder beneath the root, such as
"RWExchangeConnector/Blog". Are you sure?

ook [ cance |

oo | [Rer ] [ [ s
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On the Overwrite Existing Files page:

+ Ifthis is the first installation, the value chosen here will not matter
+ Ifyou are upgrading an existing Exchange Connector, click Yes

¢+ Click Next to continue

a Overwrits Existing Files

You h h o install thi icati existin

. packag: q tion, Would you like to delete all the files
on the destination? : : :

1 o, just append the fles in the application packsge to the d

@ Yes, delete all extra files and folders on the destination that are not in the application package.

Provious [ Nea ]| fnen | [ Concel

The application has now been installed. Click Finish to exit the site installer.

Summary | Detai —j{;]

E! package was installed successfully.

Deleted & Files.
Deleted 3 Directories.
|Added 23 Files.
Added B Directories.
Updated 2 Files.

W_‘: MNext 'Fu_ulj] [ Cancel
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Once this is complete we will need to click on the Web Application and then Double click Basic Authentication
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Configuring the Exchange Connector

Yourconnector is now ready to be configured with your Exchange usemame, password and license key. Browse your Exchange Comedorwebsie
andprovidelogin credentials foryour serverwhen prompted.

Click on your website and in the right navigation pane click Browse
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& import Application...

@ Help

Your server’s web browser will open the web page of your newly installed Connector. This is the configuration page for your connection to

Exchange.

Note: If BascAuthentication forthis website was enabled in a previous step, you will be asked forcredentials from Windows Security. Please log
in using the local domain service account you created according to the Connectorprerequisites notedonpage 2.

The URL will be based on how you set up your website. For example, if you installed the connector on a server named Server, and
configured it to run on port 8080, browse to http://server:8080/.
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0365 Configuration
The Exchange Connectorneeds three pieces of information to operate:
+ License key or a 90-day Use Demo

+ Username (email address) for the Exchange account for which Application Impersonation was enabled for the RoomWizardresource
calendars—thisshould be in the form user@domain.com, notdomain\user

+ Password for the Exchange account

@& ntp//tocathostsoso/ O ~ & | @ steelcase RoomWizard: Exc

RoomWizard"

Exchangé Connector

Current Configuration

Version: 5.1.1
License Key: Unlicensed
Service user:

Generate Configuration File

Enter configuration parameters below and click "Generate Configuration” to download a
new XML Site.config file for the connector. Leave the fields empty to use the current
values.
License Key

m Use Demo (90 days)
Username

Password

% Find server URL based on email address

~ Use Application Impersonation

Download New Configuration Brsgesiiteisn}

Exchange OnPrem Configuration
The Exchange Connector needs three pieces of information to operate:
+ License key or a 90-day Use Demo

+ Username (email address) for the Exchange account for which Application Impersonation was enabled for the RoomWizardresource
calendars—this should be in the form domain\user not User@email.com

+ Password for the Exchange account


mailto:user@domain.com

A 0D~
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Generate a New Configuration

To generate a new configuration if you have a license:

Enter your licensekey.
Enter the username and password for the Exchange account.
Click Test Connection to test the Exchange connection.

If Test Connection is successful, click Download New Configuration and Save As Site.conffile over the existing Site.conf in the bin folder
of your Connector files (e.g., C:\RoomWizard\bin).

If Test Connection is not successful, make sure you are using an Exchange email address and it passes Microsoft's test connectivity for
Exchange Web Services. (See Appendix B for testing)_testconnectivity.microsoft.com

If Test Connection continues to fail, make sure you have an E1 or greater Exchange account (Microsoft link) or contact Microsoft to verify
your account.

Remove the Check from Find Server URL Based on Email Address and manually enter your EWS URL
» O365: https://outlook.office365.com/EW S/Exchange.asmx
* On Prem: https://ServerlP/EWS/Exchange.asmx

Restart the connector website and reload the connector page in your browser to see that the new configurationislive.

To use the demo for up to 90 days:

Check Use Demo.

Follow steps 2-5 from above, as if you have a license.
To update your configuration from a demo to a licensed version:

Open the configuration web page, then:

Enter your licensekey.
Uncheck the Use Demo checkbox.
Download and install the new configuration as before.

Restart the connector’s website.


https://testconnectivity.microsoft.com/
http://office.microsoft.com/en-us/compare-office-365-for-business-plans-FX102918419.aspx?CR_CC=200061904&amp;amp%3BWT.srch=1&amp;amp%3BWT.mc_ID=PS_google_O365Comm_office365_Text
https://outlook.office365.com/EWS/Exchange.asmx
https://serverip/EWS/Exchange.asmx
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Test Connection Using Connector Test Tool

The Connector test tool is packaged with the 5.1.1 Connector.

= | RWExchangeConnector 5.1.1 package
me Share View

™ > This PC » [%‘cuments > Tech Product > Room Wizard > RWExchangeConnector 5.1.1 package

* [ Name - Date m
ata Sources o docs 2/13/21
=ceived Files @ Scripts 2/13/21
1apes & ExchangeConnector.zip 8/ 14/21
bberChats BA SCS RW Connector TestTool v1.1.0.0 2017-03-01.exe  8/14/21
bberFiles & VERSION.txt 811472t

Launch the Connector Test Tool Select the Connector Type (5.0 Exchange Connector), Enter your connector URL, and Choose your Time
Zone, then click Test Connector

B RoomWizard Connector Test Q — O X
1.Select Connector (O) 3.0/4.0 Exchange Connec{yr @) 5.0 Exchange Connector (O Google (O Lotus Browse
2. Connector URL ||-ﬂp: //Web Server-Port e |
3.TimeZone  [US/Mountain v e 4, Test Calendar |room @steelcase com |

Command executed:

Qutput:

Results/Errors: Version: 1.1.0.0
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Click Test Connector and you should see a return result like this:

L
B8 RoomWizard Connector Test - O X

1. Select Connector (O 3.0/4.0 Exchange C ® 50Ex Connector () Google (O Lotus

2. Connector URL ‘mp;,r,

3. Time Zone [US/Eastem v] 4. Test Calendar |room@steslcase.com \

Command executed:
’http:/ﬂ 1/api?command=about_connectordtime_zone=15/Eastem

Output:

<?xml version="1.0" encoding="utf-8" 7>
- <kwe:result xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:xsi="http:/ /www.w3.0org/2001/XMLSchema-instance"
xmins:rb="http:/ /www.appliancestudio.com/rb/1.0/"
xmins:kwe="http:/ /www.appliancestudio.com/kwe/1.0/">
<kwe:date>20181022</kwe:date>
<kwe:time>165053 </kwe:time>
<kwe:result_code>0</kwe:result_code>
- <kwe:connector>
<kwe:name>RoomWizard Exchange Connector</kwe:name:>
<kwe:short>RW_Exchange_5.1.1</kwe:short>
<kwe:version>5.1.1</kwe:version>
</kwe:connector>
</kwe:result>

Results/Errors: The About Command executed successfully! Version: 1.1.0.0

Next, enter the email address of a resource calendar you plan to use for RoomWizard. ClickTest Calendar, and click ok on the pop up
screen, you should see a return result like this.

Wl RoomWizard Connector Test = O X

Exch (s ct Exct C ct
1. Select Connector (O 3.0/4.0 ® s0 O Google O Lotus

2. Connector URL |H:tp:/f |

3.TimeZone  [HS/Eastem v 4. Test Calendar | /@Steclcase.com |
Command executed:
http://rwizo 365 steelcase com/api? A
command=get_bookingséroom_id=MONTERREYOROZCO@Steelcase comérange_start_date=todayérange_start_time=0000008range_end_date=todayérange_end_time
Output:
<?xml version="1.0" encoding="utf-8" ?> ~

- <kwe:result xmins:xsd="http:/ /www.w3.0rg/2001/XMLSchema"
xmins:xsi="http:/ /www.w3.org/2001/XMLSchema-instance"
xmins:rb="http:/ /www.appliancestudio.com/rb/1.0/"
xmins:kwe="http://www.appliancestudio.com/kwe/1.0/">
<kwe:date>20181023 </kwe:date>
<kwe:time>130619 </kwe:time:>
<kwe:result_code>0</kwe:result_code>
- <rb:bookings room_id =" )@Steelcase.com">
- <rb:booking
booking_id="AAMKADNmMNjgxYzdiLTYyZjAtNDczNy1iMWUSLTg3MjdIOTAWM]jY 10QBGAAAAAADUI4DVIj5S8Q;
-" confidential="no" password_protected="no">
<rb:purpose >SRN Global Leaders Meeting</rb:purpose=>
<rb:notes xsi:nil="true" />
<rb:repetition>N</rb:repetition>
<rb:start_time >080000</rb:start_time>
<rb:start_date>20181023</rb:start_date> v

- <rh:end time=N9N000</rh:end time> 5

Results/Errors: The Get Bookings Command executed successfully! Version: 1.1.0.0

This indicates that the connector is working and able to pull bookings from Exchange.
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Configuring the RoomWizard

The RoomWizard is configured for synchronization in the Synchronization web page via the IP address of the device.

Find the IP address of your RoomWizard from the About button on the front panel of the device. Scroll down to the bottom of the main web
page and select RoomWizard setup.

Log in. The default password will be either roomwizard or 79201 depending on when the RoomWizard was purchased. Your
organization may have changed the password, so be sure to check with your system administrator for an updated password.

Select Synchronization.

e

RoomWizard"
-

Device Group Backup Firmware

Network Language  Synchronization

The RoomWizard should be set to Synchronized mode by selecting the radio button Use external source.

RoomWizard"

Dawice  Group Backup  Firmware  Room S

hNetwork  Language  Synchronizatiom  DateiTime

Current data source for this device

HoomWizand 3 paing 43 own mdemal detabase

Configure Synchronization for Room\Wizard usage:
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The URL for the connector will be something like: http://your web server:8080/api.

“Your web server” is the server you installed the connector on and “8080” is the port number you used for your website. Please use the
local domain service account you created according to the Connector prerequisites on page 2 for username and password.

Click the first Save on THIS Wizard button to make the connection to your Connector.

In the Room identifier field, enter the name of the mailbox exactly as it is configured in Exchange (e.g., ConferenceRoom@company.com).
Click the second Save on THIS Wizard button to make the Connection to your Exchange Caendar.

Device Group Backup Firmware Room  Services Help Req

Network Language Synchronization Date/Time Security Email Frontpanel Lo

Current data source for this device
RoomWizard has connected successfully to the configured data source
Server URL http://rwizo365.steelcase.com/api
Connector name RoomWizard Exchange Connector

Connector version 5.1.1

Configure Synchronization for RoomWizard usage:

@ Use RoomWizard's own database (classic mode)

© use external source, for example, a Microsoft Exchange server (sync mode)
Please call 1-800-334-4922 to arrange
for the (web-based) delivery and installation of the synchronization connector.

Server access

(SECWEINEE  Domain/UserlD

Poll interval

WARNING: To ensure accurate operation, RoomWizards may reboot when the time is copied from the server

RoomWizard will get the time from the server O0n® yes
Syncing to the s vill ble NTP

Save on THIS Wizard Save on ALL leards
ppl y tc C t E his gr

'W_0rozco.na

Calendar access

Room identifier Resourcecalendar @<

Save on THIS Wizard

0 rw_orozco.na.st
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Appendix A (s)
This section walks through the process of setting up the environment to run the Exchange Connector. This section will cover installing te

appropriate software installed as listed inthe System Requirements section. Instructions may vary based on Server OS

Installing the IIS Role and additional Features (Server 2016)

Open Server Manager, this can be found in the start menu. If it's not there simply type “Server Manager” with the start menu open and it
should be found in the search.

- —
& snipping Teol
IE i '=

af‘ Paint Wincows Windows
Server Manager owerShe PowerShell ISE

=

Windows.
Administrativ..  Task Manager  Condrol Paned

e (=

Microsoft Edge

a 7

Calculator

Click the “Add roles and features” text.

[ Server Manager Ik — s

Server Manager * Dashboard 6 Manage Tools  View

i Dashboard WELCOME TO SERVER MANAGER

i Local Server
ii All Servers . . N
_ _ o Configure this local server
BE File and Storage Services [ =
QUICK START
2 Add roles and features
3 Add other servers to manage
WHAT'S NEW - Y ) )
4 Create a server group
5 Connect this server to cloud services
Hide
LEARN MORE

On the “Before you begin” window, simply click the Next button.


https://www.rootusers.com/wp-content/uploads/2016/08/server-manager-add-roles-and-features-2016.png
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& Add Roles and Features Wizard — O h4
f b - DESTIMATION SERVER
Before YOou pegin WIN-RCAAS1T23CU
Before You Begin This wizard helps you install roles, role services, or features. You determine which roles, role services, or
- features to install based on the computing needs of your organization, such as sharing documents, or
Installation Type hosting a website.

Server Selection

To remove rales, role services, or features:
Start the Remove Roles and Features Wizard

Befare you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Mext.

[] Skip this page by default

< Previous Mext » Install Cancel

On the “Select installation type” window, leave “Role-based or feature-based installation” selected and click Next.

fE Add Roles and Features Wizard — O X
H . DESTINATION SERVER
Select installation type WIN. RCaASTT23C

Before You Begin Select. the installation _t}rpe._‘r'ou can |nst.a|| roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

(® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Server Selection

) Remote Desktop Services installation

Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

< Previous | | Next = Install

As we're installing to our local machine, leave “Select a server from the server pool” with the current machine selected and click Next.


https://www.rootusers.com/wp-content/uploads/2016/08/server-manager-windows-2016-2.png
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Alternatively, you can select another server that you are managing from here, or a VHD.

& Add Roles and Features Wizard — O x
Select destination server S nces 2

Before You Begin Select a server or a wirtual hard disk on which to install roles and features.

Installation Type ®) Select a server from the server pool

() Select a virtual hard disk

Server Roles Server Poal
Features
Filter: |
Name IP Address Operating System

WIN-RCAASTT23CU 192.168.1.12 Microsoft Windows Server 2016 Datacenter Technical Pr

{ »

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.

| < Previgus | | Next > Install

From the “Select server roles” window, check the box next to “Web Server (IIS)”. Doing this may open a new window advising that
additional features are required, simply click the “Add Features” button to install these as well. Click Next back on the Select server roles
menu once this is complete.

e Add Roles and Features Wizard — O >

DESTIMNATION SERVER

Select server roles e

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description
Server Selection Ll Active Directory Lightweight Directory Services ~ * Web Server (IIS) provides a reliable,
[] Active Directory Rights Management Services manageable, and scalable Web
[] Device Health Attestation application infrastructure,
Features ] DHCP Server
[] DNS Server
[] Fax Server

| [m] File and Storage Services (1 of 12 installed)
[] Host Guardian Service
[] Hyper-v
[] MultiPoint Services
[ Metwork Controller
[ Network Policy and Access Services
[] Print and Document Services
[] Remoate Access
[] Remote Desktop Services
[ | Volume Activation Services

ImBWeb Server (1I5)]

|| Windows Deployment Services

[] Windows Server Essentials Experience

[] Windows Server Update Services v

< Previous | | Mext = Install
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Add features that are required for Web Server (lIS)?

The following tools are required to manage this feature, but do not

have to be installed on the same server,

4 Web Server (II5)
4 Management Tools
[Tools] 115 Management Conscle

Include management tools (if applicable)

Add Features

Expand Web Server and choose Management Tools Management Services

Fﬁ Add Roles and Features Wizard

Select server roles

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles
Server Selection [] Host Guardian Service
[] Hyper-v
|:| MultiPoint Services
[] Metwork Controller
[ Network Policy and Access Services
[] Print and Document Services
[] Remote Access
[] Remote Desktop Services
[] Volume Activation Services
4 (W] Web Server (IIS) (18 of 43 installed)
i [m] Web Server (17 of 34 installed)
b [] FTP Server
4 IEl Management Tools (1 of 7 installed)
+| 1IS Management Console (Installed)
v [] IS 6 Management Compatibility
|:| 11S Management Scripts and Tools
Management Service
[] windows Deployment Services
[] Windows Server Essentials Experience
[] windows Server Update Services

Server Roles

Features

Confirmation

ot
Cancel
- O =
DESTINATION SERVER
AZ-NCUS-AMIIS16
Description

Management Service allows the Web
server to be managed remotely from
another computer using IS
Manager.

< Previous | | Mext > | | Install | | Cancel
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We will be installing additional features at this stage.

E Add Roles and Features Wizard

Se\elgt features

Before You Begin

Installation Type

Server Selection

Server Roles

Web Server Role (IIS)
Role Services

Confirmation

Select one or more features to install on the selected server.

Features

4 ET Framework 3.5 Features| -

.NET Framework 3.5 (includes .NET 2.0 and 3.0)
] HTTP Activation
] Non-HTTP Activation
4 E NET Framework 4.6 Features (2 of 7 installed)
' .NET Framework 4.6 (Installed)
ASP.NET 4.6
4 (W] WCF Services (1 of 5 installed)
] HTTP Activation
["] Message Queuing (MSMQ) Activation
] Named Pipe Activation
[[] TCP Activation
+| TCP Port Sharing (Installed)
I [] Background Intelligent Transfer Service (BITS)
+/| BitLocker Drive Encryption (Installed)
["] BitLocker Network Unlock
[] BranchCache
] Client for NFS
["] Containers .

DESTINATION SERVER
AZ-NCUS-AMIIS16

Description

NET Framework 3.5 combines the
power of the .NET Framework 2.0
APIs with new technologies for
building applications that offer
appealing user interfaces, protect
your customers' personal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of
business processes.

< Previous | | Next >

Click Next on the “Web Server Role (1IS)” window after reading the information provided.

Fﬁ Add Roles and Features Wizard

Web Server Role (IIS)

Before You Begin
Installation Type
Server Selection
Server Roles

Features

Web Se

Role Services

Confirmation

Web servers are computers that let you share information over

- O X

DESTIMATION SERVER
WIN-RCAASIT23CU

the Internet, or through intranets and

extranets, The Web Server role includes Internet Information Services (I15) 10,0 with enhanced security,
diagnostic and administration, a unified Web platform that integrates 1IS 10.0, ASP.NET, and Windows

Communication Foundation.

* The default installation for the Web Server (IS} role includes

the installation of role services that

enable you to serve static content, make miner customizations (such as default documents and HTTP
errors), monitor and log server activity, and configure static content compression.

More information about Web Server 115

< Previous | | Next = Install
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At this point on the “Select role services” window you can install the additional required services for IIS.

Fﬁ Add Roles and Features Wizard

Select role services

Before You Begin
Installation Type
Server Selection

Server Roles

Features
Web Server Role (lIS)

Confirmation

Select the role services to install for Web Server (IIS)

Role services

4 V]

Y

Y

Y

4 v [T

Common HTTP Features
Default Document
Directory Browsing

HTTP Errors

Static Content

[] HTTP Redirection

[] webDAV Publishing

Health and Diagnostics

HTTP Logging

[] Custom Legging

[] Logging Tools

[] ODBC Logging

[] Request Monitor

[] Tracing

Performance

Static Content Compression
[] Dynamic Content Compression
Security

- O x

DESTINATION SERVER
AZ-NCUS-AMIISTE

Description

Web Server provides support for
HTML Web sites and optional
support for ASP.NET, ASP, and Web
server extensions. You can use the
Web Server to host an internal or
external Web site or to provide an
environment for developers to
create Web-based applications.

< Previous ‘ | Next = ‘

| Install || Cancel

Fﬁ Add Roles and Features Wizard

Select role services

Before You Begin
Installation Type
Server Selection

Server Roles

Features
Web Server Role (IIS)

Confirmation

Select the

role services to install for Web Server (IIS)

Role services

a v

4[]

Security

Request Filtering

Basic Authentication

[] Centralized SSL Certificate Support

[] Client Certificate Mapping Authentication
] Digest Authentication

] 1S Client Certificate Mapping Authenticatio
l:| |IP and Domain Restrictions

1 URL Authorization

1 Windows Authentication

Application Development

.NET Extensibility 3.5

NET Extensibility 4.6

Application Initialization

ASP

ASP.NET 3.5

ASP.NET 4.6

ISAPI Extensions

- O X

DESTINATION SERVER
AZ-NCUS-AMIIS16

Description

CGlI defines how a Web server passes
information to an external program.
Typical uses might include using a
Web form to collect information and
then passing that information to a
CGl script to be emailed somewhere
else. Because CGl is a standard, CGI
scripts can be written using a variety
of programming languages. The
downside to using CGl is the
performance overhead.

< Previous | | Next > | | Install

| | Cancel
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Finally, on the “Confirm installation selections” window, review the items that are to be installed and click Install when you’re ready to
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Fﬁ Add Roles and Features Wizard

L i
Select role services

Before You Begin
Installation Type
Server Selection

Server Roles

Features
Web Server Role (IIS)

Confirmation

Select the role services to install for Web Server (IIS)

Role services

_NET Extensibility 4.6
Application Initialization
ASP
ASP.NET 3.5
ASP.NET 4.6
ISAPI Extensions
ISAPI Filters
1 Server Side Includes
1 WebSocket Protacol
4 [ | FTP Server
[] FTP Service
] FTP Extensibility
4 Management Tools
1IS Management Console
v [] IS 6 Management Compatibility
[] IS Management Scripts and Tools
[] Management Service .

_NET Extensibility 3.5 ~

DESTINATION SERVER
AZ-NCUS-AMIISTE

Description

CGI defines how a Web server passes
information to an external program.
Typical uses might include using a
Web form to collect information and
then passing that information to a
CGlI script to be emailed somewhere
else. Because CGl is a standard, CGI
scripts can be written using a variety
of programming languages. The
downside to using CGl is the
performance overhead.

|<Previ0us || Next > ‘ | Install || Cancel ‘

proceed with installing the IIS web server.

E Add Roles and Features Wizard

Before You Begin

Installation Type
Server Selection
Server Roles
Features

Web Server Role (I15)

Role Services

Confirmation

Confirm installation selections

DESTINATION SERVER
AZ-NCUS-AMIIS1E

To install the following roles, role services, or features on selected server, click Install.

[ 1._Restert the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear

their check boxes.

.NET Framewark 3.5 Features
\NET Framework 3.5 (includes .NET 2.0 and 3.0)
.NET Framework 4.6 Features
ASP.NET 4.6
Web Server (IIS)
Management Tools
1IS Management Console

Web Server
Application Development

Export configuration settings
Specify an alternate source path

|<F'revi0us || Next > | | Install H Cancel ‘

No reboot should be required with a standard IIS installation, however if you remove the role a reboot will be needed.
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Once the installation has succeeded, click the close button. At this point IIS should be running on port 80 by default with the firewall rule

“World Wide Web Services (HTTP Traffic-In)” enabled in Windows firewall automatically.
— O *

- -
[ Add Roles and Features Wizard

DESTINATION SERVER
WIN-RCAAS1T23CU

Installation progress

View installation progress

0 Feature installation

Installation succeeded on WIN-RC4A51T23CU.

Web Server (IIS)
Management Tools
IS Management Console

Web Server
Common HTTP Features
Default Document
Directory Browsing
HTTP Errors
Static Content

Health and Diagnostics
HTTP Logaing -

You can close this wizard without interrupting running tasks. View task progress or open this
“  page again by clicking Motifications in the command bar, and then Task Details.

Export configuration settings

< Previous | | Next > | | Close | | Cancel
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Appendix B (installing and Configuring ASP.NET MVC3 and Web Deploy 3.6)

This will walk you through installing and configuring WebDeploy and ASP.NET MVC3

Install ASP.NET MVC 3
Browse to https://www.microsoft.com/en-us/download/details.aspx?id=4211, select your language and click download

ASP.NET MVC 3 RTM

Important! Selecting a language below will dynamically change the complete page content to that language.

Select Language: English M Download

ASP.NET MVC 3 provides a Model-View-Controller (MVC) framework on top of the
ASP.NET 4 runtime.
Choose the

AspNetMVC3Se

tup.exe and click Next

Choose the download you want

[ ] File Name Size

Download Summary:
L AspNetMVC3Setup.exe 20.9 MB KEMBGB

You have not selected any file(s) to download.
L ASP.NET-MVC-3-RTM-Release-Notes.doc 136 KB

mve3-rtm-msplzip 551 KB

Total Size: 0

Next

30
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Double click on downloaded file, Accept the License Terms, and click Install

B Microsoft ASPNET MVC 3 Setup = X . Microsoft ASP.NET MVC 3 Setup - ped
Microsoft ASP.NET MVC 3 Setup nJ Installation Progress nJ
Please accept the license terms to continue. Micrasofe: Please wait while ASP MVC 3 is being installed. Migosofts
NET e NET
WEANE QL EhcTERGE following software, the license terms
of each of which are included below:
*  Micrnsoft ASP.NFT Model View Contraller 3 8
|:- l |: File security verification:
EfimmiSmmtintamas o s
All files were verified successfully,
L
Installation progress:
Installing ASP.NET Web Pages
el | [ Cond
Click Finish
E{a Microsoft ASP.NET MVC 3 Setup = X

Installation Is Complete

I\ NET

ASPNET

Microsoft ASP.NET MVC 3 has been installed.
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Installing and Configuring Web Deploy 3.6
Browse to https://www.iis.net/downloads/microsoft/web-deploy and click Install this Extension
i Search all of l15.NET
BS Microsoft

1S  Home Manage Downloads Learn Reference  Solutions  F

All Downloads ~ Community Contributed Downloads ~ Microsoft Supported Downloads ~ Free Web Platform Installer

N

Home » Downloads > Microsoft Supported Downloads = Web Deploy 3.6

Web Deploy 3.6 Install this extension
== This is a Microsoft Supported Download | Works With: IS 7, 11S 7.5, 1IS 8, 1IS 8.5, 15 10

or view additional downloads
W rmom s maas

Choose your Language and click Download
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Appendix C (Application Impersonation)

The Exchange Connector requires Application Impersonation to access to the room mailboxes managed by the RoomWizard devices.

Configuring Application Impersonation Via EAC

Login to the Office 365 Exchange Admin Portal.

Go to Permissions, then under Admin Roles click the '+' symbol to add a new role and enter the Name and Description
'Applicationlmpersonation’.
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Click the '+' symbol under 'Roles:', select Applicationlmpersonation, click ‘add —' then 'OK'’


https://outlook.office365.com/ecp/

ROOMWIZARD EXCHANGE CONNECTOR INSTALLATION GUIDE

Office 365 Admin

Exchange admin center

APPENDIX D

admil =
nermi == Lo -
PEINMISSIons - A https://outlook.office365.com IsersG MNewh
e N EWHOE
sSR! @ https://outlook.office 365.com)/ e
Hygiene Management
3 TN 2 BISELA e "
|
acur ea
3 . Femeeas s

| ¥ utic o
o T
Address F = ganiza
at
g S
: "
d nper: n
C ncel
ncel

Click the '+' symbol under 'Members:' and select your RoomWizard Service Account, click 'add —' then 'OK'
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https://outlook.office365.com/ecp/Pickers/SecurityPrincipalPicker.aspx?reqld=14 3519

Click 'Save' in the 'Role Group' window and you will then see the Impersonation role listed in Admin Roles. You can
now use application impersonation with your Service Account user in RoomWizard.

Testing Microsoft Office 365 Auto Discovery

To test Auto Discovery for an Office 365 account, navigate to: testconnectivity.microsoft.com.

On the Exchange Server tab, under Microsoft Exchange Web Services Connectivity Tests, select the radio button next to
Synchronization, Notification, Availability, and Automatic Replies then click Next in the upper rightcorner.


https://testconnectivity.microsoft.com/
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Appendix D (PowerShell Commands)

Establishing Remote Session with Outlook

In orderto configure mailboxaccess permissions, you will need to establish aremote PowerShell session using your Exchange account. This
section assumes you have a working knowledge of PowerShell.

Note: You will need to run PowerShell as an Administrator.

The following commands will establish a remote session with Outlook :

1. Enteryour Outlook credentials: $credentials = Get-Credential.

2. Establish aremote session: $session = New-PSSession -ConfigurationName Microsoft.Exchange
-ConnectionUri https://ps.outlook.com/powershell -Credential $credentials -Authentication Basic
-AllowRedirection.

3. Depending on your security policy, you may need to execute this command in order to import the session (including the
commands): Set-ExecutionPolicy -ExecutionPolicy RemoteSigned.

4. Import session: $sessionimport = Import-PSSession $session.

You should now be able to execute Exchange commands against your remote Outlook account.

Granting Application Impersonation Role Manually via PowerShell

This section providesthe necessary commands toconfigure aservice userthathas the Application Impersonation role. To proceed, a working
knowledge of PowerShell is recommended.

Grant the Application Impersonation role:

New-ManagementRoleAssignment —Name:impersonationAssignmentName —Role:Applicationlmpersonation
—User: <Service User>

Forexample:New-ManagementRoleAssignment—Name:impersonationAssignmentName— Role:Applicationlmpersonation —User:
“roomwizard@onmicrosoft.com”

Check if a user has the Application Impersonation role:

Get-ManagementRoleAssignment -RoleAssignee <Service User> -Role Applicationlmpersonation
-RoleAssigneeType user

For example: Get-ManagementRoleAssignment -RoleAssignee “roomwizard@onmicrosoft.com”
-Role Applicationimpersonation -RoleAssigneeType user

Configuring Room Mailbox

By default, a room does not auto-accept invitations. In order for the RoomWizard and Exchange Connector to work properly, the room
needs to be configured to auto-accept invitations. The room should also be configured to reject conflicting meetings.

Configure every room’s mailbox to auto-accept invitations:
Get-Mailbox| where{$_.ResourceType -eq“Room”}| Set-CalendarProcessing -AutomateProcessing AutoAccept-AllowConflicts $false

If you want to maintain the comments and private flag between the resource and the user, add the following arguments to the command above:
-RemovePrivateProperty $false -DeleteComments $false

Reference: http://technet.microsoft.com/en-us/library/dd335046.aspx

Configure a specific room’s mailbox to auto-accept invitations:

Get-Mailbox “UpstairsConferenceRoom” | Set-CalendarProcessing -AutomateProcessing AutoAccept
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By default, the room does notdisplay the original subject of an invitation. Instead, the room shows the organizer's name as the subject. If this
formatis not desired, the following command will reconfigure the room mailbox to show theinvitationsubject:

Set-CalendarProcessing -Identity “$$ResourceName$$” -AddOrganizerToSubject $false -DeleteSubject $false

Viewing Attendee Response Status from RoomWizard

For the Connector to see how attendees have responded to an invitation, the service user requires delegate access to all of the user’'s
mailboxes. The Connector will function without delegate access; however, the attendees' response status will be unknown.

Find and grant all users and grants a service user full access:

Get-Mailbox-filter {isResource -eq $False} -Resultsize unlimited | Add-MailboxPermission -User: <Service User> -AccessRights:
FullAccess -InheritanceType: All
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